goon

Juooogtduobootgtdd
Jobootduobobogduood
Jooogduood

A Study on Privacy Protection and Optimal Design

for Monitoring Camera System

good 040 ob odd

goouooobd aon
gooooooon

U o






L] [

gobbbodoodooobbboooouobobboooobbboooobobboo
ggoboboooobobtboooobobboooobobbuoooobbboooubbbooog
ggoboboogobobboooobobboooobobobooooboboooobobooog
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
gogoboboooobobboooobobbooobobbuoooobLbboooobbbooog
ggoboboooobobboooooobbodooobobobooooboboooobobooog
ggobboooobbbooobbbooobobbooonooboooobboood
goobboooobbtboooobbbdoodbbbuoooob bbb bbUoog
obo3000buoobobooobouoobo

ggobobooooboboooobboooobbboooobbboooobboood
gooboboooobbtbooobobbdoodbob bbb bbb bboog
oooobboooooobobobbooobobobbooooo 3obboooooooo
00()0000000000000000000000000000000((2)000
000000000000 00000000DO000O0DO JPEGODOOOOOODOO
0000003) 0000000000000 0o00Uo0o000DooooUoooooo
00000000000 0DOOoooo JPEGOODOODOODOODOODOODOODO
gddodoooooooooobooobobobobobbbobobbbbbbbbboboboad
goobboooobbtbooobbbdooobbbudooob bbb bboog
ggoboboooobobboooobobbooobobobuoooobobboooobbooog
gogoboboogobbooooboobboooboobboooooboooobobooog
goobboooobobbooouobbooon

ggoboboooooboboooobboooobbboooobbboooobLboboood
ggoboboogobooboooooobboooobobobooooobooooboobooog
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
0000000000000 0000000000000000000oRSADOOOO
ggoboboogobobbooooobboooobobobuoooooboooobobooog



ii

g

ggobobboogoboobobooooobooboooooboboooobobooooboobobouoog
goobboooobbboooobbooooboboooob bbb bbooog
ggoboboooobbboooobbooobobboooobbboooobbbUoog
ggobobooooboboboooobobooooboboooobbboooobnbobooog
ggobboboooobbbooobobbooobboboooobboooobboood
ggobboooobobbooouoboboo
goobooooboobboooobobbooooboboboooobbooooboboood
ggoboboogobobooooooboooooboboooobboooobboood
goobboooobbboooobbuooobobbuoooobbboooubbbUuog
ggobobooooboboooobboooboboboooobbboooobLbbouog
ggobbooooboboboooobobooooboboboooobboooobobooog
goobboooobbboooobbooooboboooob bbb bbooog
ggoboboboooobbbooobobbooobob bbb bbooubbbUoog
goboobobbooooobbobooouooobbboooobbobooooooobonoa
ggobboboooobbbooobobbooobboboooobboooobboood
ggoboboooobbboooobbooobob bbb bbb bbuod
ggobboooobobobooooboboooboboboooobbboooobLbobouoog
ggoboboogobobboooobbbooobbobuoooobobooon



L] [

HEN
010

020
2.1
2.2
2.3
24
2.5
2.6
2.7

030
3.1
3.2
3.3
3.4
3.5

040
4.1
4.2
4.3
4.4
4.5

os0

g

MaskingOOOQOOOOOOOOOOO

I
ggooobooobooooooooo ...
MaskingOOOOOOOOODOODOO ...
I
I
I
I

ggboboboooobbboooboobuoogn

0

ugoboooobobbooooboobooon

ugoooooooooooon L
I
I

gogoboogoooboood

0

I I

ggoooooooo o0 s e
0
I

g

iii

11
15
18
32
36
46

47
47
48
56
61
70

71
71
74
81
84
97

99



iv

g

g

gooo

gooo

103

105

109



010

L] [

goobboodoooooobboooooob bbb ooooobboon
ggobboooobobtbooobobbooobb bbb bboooubbboog
00000 40 20000000DO0ODOODODODODODODODODODODO
oboboooboobooboboboboobobOo 10 3b0o0oboooobooon
o0 160 30000000 000ODO 20000000 B8O 2000000000
0000000 19030000000000000000000 1joo00DO0O00O0
ggoboboogobobboooobobboooobobobooooboboooobobooog
go0oo0oobooobo0obooboobooboo014o0bo0oboobo0 6100
ooodbD 210 106000000 11000000 DbO0ODbDO0ObDOODDbDOODO 63
ggoboboooobobboooooobbodooobobobooooboboooobobooog
gooboboooobobbooooobboooobobooooboboooobobooon
goobboooobbtboooobbbdoodbbbuoooob bbb bbUoog
ggoboboooobobboooobobbooobobobuoooobobboooobbooog
gogoboboogobobboooobobbooobboboooooboooobbooog
gobooobooboooob0o0 WU v9YooobooboooDboobUooobbooo
000 2[00000000000000000 42000000000000000001
oooolbooo3o0obooooobobooboobooooooooboobogoboboobogoo
goobboooobbtbooobbbdooobobbuoooobobboooubbobooog
gooboboooobbtbooobobbooobobboooobbboooobbboog
oboobO0o0ob0o0obD0oOobO0o0obDOoOobOOoboObO0 WEBDOODOODOODOODO
gdodoooooooooooobobbbobbobbboooooooooooad
goobboooobbtbooobbbdooobobbuooobbboooubbboog
ggoboboooobbboooobbbooooboobooboooan

ggobobooooboboooobboooobbboooobbboooobbooon



o100 00

ggobobboogoboobobooooobooboooooboboooobobooooboobobouoog
gobbboooooobobooogobbobboooobob b oo ooobobooo
ggoboboooobbboooobbooobobboooobbboooobbbUoog
ggobobooooboboboooobobooooboboooobbboooobnbobooog
ggobboboooobbbooobobbooobboboooobboooobboood
gogobboooobbboooobbooobobbuoooobbboooubbbUuog
ggobboooobobobooooboboooboboboooobbboooobLbobouoog
gooobooboobOOoboooooboooOobOoboboooboDOoboo 30gboboobooo
ggobobboooobbboooobbbooobobbuoooobbboooo

00000000 oboooooboboooooo
gobobogoobbbooobbboooobboboooobboooobboboood
gogobboooobbboooobbooobobbuoooobbbooUbbbUoog
ggobobobooooboboboooobboooboboboooobbboooobLbboUuog
ggoboboogoboobooooobooooboboooobbooooboboood
goobboboooobbboooobbooooboboooobbbooubDboboog
ggoboboooobobboooobbooobobboooobbbooobLbbUood
gobboboooooobbooobodoouoobbbooooobboboooooooboonoa
Joddddoooooooooboboboobobbbobooboooooooooooogoog
ggoboboboooobbboooobbooobob bbb bbooobbbUuog
ggobobooooboboooobobooooboboooobbboooobLbobouoog
ggobboboooobobboooboobobooobboboooobbboooobboood
oooboobobooboooobooobooboboobobooboboobg 1sb0o0oo
ggobobooooboobooooboboooooboboooobbboooobLbobouoog
ggobbooooboboobooooboboooooboboooobboooobooboobouoog
goobobbooooobobuooooboboo
goobboooobobboooobbboooobobboooobbboooobbboood
ggobboooobobboooooboboooboboboooobbbooooboobooog
gooobboooooobboooogoooobbooooobboooooooobobooo
ggoboboooobbboooobbooobobbuoooob bbb bbUuod
ggobobooooboboboooobobooooboboboooobbboooobLbobooog
ggobobboooobobbooooboboboooboboboooobbbooooboboood
gogobboooobbboooobbooobobbuoooob bbb bbUuod
gogobobboooooboboooobobooogoo
gobobooooboobbooobbooooooboooobbooooboboood



00000000000000000000000000 3] 4o0o00o00oooon
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
goobboooobbtbooobobbooobobbuoooobbboooobbboog
0000000000000000000000000000 BD0D00o0O0O0ooOon0
ggobboooobbbooobbbooobobbooonooboooobboood
ggooooooobbbbobbboobbbbbbbbbbooboboboboooogoog
ggoboboooobobboooobobbooobobobuoooobobboooobbooog
ggoboboooobbbooooboobboooobbbouooooobooboo
gogobobbooooboboooo

e O UIUI0ODLDDDOUUOUOLODLDUOUOLDDLDUUUOUDLDOOOODLDLOOOO
gobobooooboo

e 0IUIUODDDUUOULDDLDUOULDDDUUUUDLDOUUUDLDbDbOOOO
goobooooooo

ooooob2000000000000D0DO0O0O00ODODOOOODODO

s 00000ooobboooobobboooonoo
ggoboboooooboooobboooobbboooobbboooobbooon
gooboboooobobbooooobboooobboooobobooooboboood
ggobboooobobtbooobobbooobb bbb bboooubbboog
ggoboboooobobboooobobbooobobobuoooobobboooobbooog
gogoboboooobbboooobobbooobbboooooboooobbooog
gobbbodoooobbbbtboooobobbboooobbboooobobboo
gogoboboooobobbooooobboooobobboooobobboooobbooog
ggoboboogobobboooobobboooobobobooooboboooobobooog
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
gogobbooooobood
ggoboboooooboooobboooobbboooobbboooobbooon
goobboooooobboboooooobboobbooooobbboooooobobooo
00000000o00o0o0o0UD pl0000D0OUOO0O0OUOO0O0OUOODOO
00000000000000000000000000000O0 [78looooood
000000000000000000000000000000O0DO0O0O0O0 9]0
goooo
ggoboboooooboooobboooobbboooobbboooobLboboooan
ggoboboogobobbooooboobboooobobobooooobooooboobooog



o100 00

ggobobboogoboobobooooobooboooooboboooobobooooboobobouoog
goobboooobbboooobbooooboboooob bbb bbooog
ggoboboooobbboooobbooobobboooobbboooobbbUoog
ggobobooooboboboooobobooooboboooobbboooobnbobooog
ggobboboooobbbooobobbooobboboooobboooobboood
gogobboooobbboooobbooobobbuoooobbboooubbbUuog
ggobboooobobobooooboboooboboboooobbboooobLbobouoog
ggoboboooobobbooooboboboooooobuooooboboooooo
gooboooobbooon

e IO UOLDDDUOUOLDDLDUOULDDLDUUUUDbLDbDOOOOLDbLbOOOO
gboboboooobobooooboo

e RSAODODDODOOODOUODODOODODODOODODODOODODODOODOO
aono

e 00U UO0ODLODLDDUOODDLDUOODLDDLDOUUOUDLDOOOOLDLOOOO
goobooooboboooooo

goooo3oboboboboobuooboobooboobobobobuooboobooo
ggooood

00000000 bbboooobbog
goobooooboobboooobobbooooboboboooobbooooboboood
ggobboboooobobboooboobobooobboboooobbboooobboood
oo bobobbobobbbbbbbbbbbooog
ggobobooooboobooooboboooooboboooobbboooobLbobooog
ggobboooobooboooooboooooboboooobobooooboobouoog
goobboooobbboooobbooooboboooob bbb bbooog
ggoboboooobobboooobbooobobbuoooobbbooobbbUoog
ggobboooobooobooobobobooooboboooobbbooooboobooog
goobobooooobboooobbooooboboooobobbooooonbobooon
ogn
gobobooooboobboooobobbooooobobobboooobobooooboboboood
ggobbbooooboboooobooboooboboboooobbbooooboobooog
gogobboooobbboooobbooobobbuoooob bbb bbood
ggoboboooobobooboooooboboooboboboooobbboooobLbobooog
gobobbooooooooobboooouoobobooooooboobbooooobonoa



gogbogoooooboooobobooobbooobooboboooonbbooooobooboa
goobboooobbtbooobbbdooobobbuooobobboooubbobooog
gooboboooobbtbooobobbooobb bbb bboooobbboog
ggoobooboooooo

0000000000000000000Art Gallery Problem[10) 00000000
O000O00O0bOO0DbOobObODOgooO e0° 000000 O0ODODOoOobOOoDOoDOon
godoooooooobooboboboobobobobobobobobobboobobooobooooooad
ggoboboogobobooooboobboooboboboooooboooobobooog
000000000000 000D00DO00ONikolaidis0O00O0D0OOOOODOOODO
ggoboboooobobtboooobobboooobobbuoooobbboooubbbooog
00000000000000 11]000000000000000000000000
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
gobobbodoodooobobodooobbboooobobbbbbobooLobobboboo
O0OHorster OO ODOODOODOOOOOOOOOOOOOOOOODOODOODOODOODO
0000000000000 0000 [12000000000000000O000O00O0
goobboooobbtboooobbbdoodbbbuoooob bbb bbUoog
gobobobooooobobooooooobobboooobobboooobobobboobobobog
oboobooobobobobobob 1ooobobobobobooboooooobDoobDooo
0000000000000 000D00D00DO0D0DO0D0D00D0OMwray 000000
0000000000000 00O000O0 B[4 0o000o0ooo0ooouo
0[13]0000000000000000000000000000O0DO0DO00O00O0
goobboooobbtbooobbbdooobobbuoooobobboooubbobooog
0000000000000 0o00O0oO0o0o0oD0oDoUOUOoOOoDoooooo [14]
ggoboboooobobboooooobbooooboboboooooboooobbooog
ggoooooooooobobboboobbobobbbbbboooooooooooad
goobboooobobtbooobbbdooobob bbb bbb bboog
ggoboboooobobboooboobboooobobbuoooobobboooobbooog
gogoboboooooboboooobobooon

goobbboooobobogoo

e 00U UO0ODLDDOUOUOLDDLDUOUODDLDOUUUOUDDLDOOOODLDbLOOOO
goboboogd

e U UODLDDUUOULUDLDULOULDDDUUUUDLDDbDbOUUULDbLbDOUOO
gooboooooboooooooa

ooooob2000000000000DO0DOO0OOODODO



o100 00

mggooo

0100000000000 00b00o0b0obDo0obobO0oboobDooboobDooo
ggoboboooobobooboooooboboooboboboooobbboooobLbobooog
ggoboboogobobooooooboooooboboooobboooobboood
goobboooobbboooobbooooboboooob bbb bbooog
ggobobooooboboooobboooboboboooobbboooobLbbouog
ggoboboooobbboooobobbooooboobuoooooo

0200000000000000000D0DO0O0O0O0ODODDODDOOOOOODOO
ggoboboboooobbbooobobbooobob bbb bbooubbbUoog
ggobboooobobobooooboboooboboboooobbboooobLbobouoog
gobbboooooobooodoouoobbbboooobbboooobobo
goobboooobbboooobbuooobobbuoooobbboooubbbUuog
ggobobooooboboooobboooboboboooobbboooobLbbouog
ggoboboogobobooooooboooooboboooobboooobboood
goobboooobbboooobbooooboboooob bbb bbooog
ggobobooooboboboooobboooobobLboooobbboooobLbbUood
ggobboooobooobooobobobooooboboooobbbooooboobooog
goobobooooobboooobbooooboboooobobbooooonbobooon
ggoboboboooobbbooobobbooobob bbb bbooubbbUoog
ggobboooobobobooooboboooboboboooobbboooobLbobouoog
ggobboboooobobboooboobobooobboboooobbboooobboood
goobboooobbboooobbuooobobbuoooobbboooubbbUuog
ggobobooooboobooooboboooooboboooobbboooobLbobooog
ggobboooobooboooooboooooboboooobobooooboobouoog
goobboooobbboooobbooooboboooob bbb bbooog
ggoboboooobobboooobbooobobbuoooobbbooobbbUoog
ggobobooooooobuoogoobooooboboooooooo

O300000000000000DO00DO0DO00DO0ODO0ODODODODbOObODObODbOD 20
ggoboboooobbboooobbooobob bbb bbb bbUuod
ggobobooooboboboooobobooooboboooobbboooobobobooog
ggobbobooooboboooboobooobooboboooobbboooobobouood
000000000000 0000000D0DD00000D00 RSAODDODOOOOOO
goboboboooooobbooooouooobbooooooobbboooooobobooa
000000000000 000000000000000RSADOODOODOOODOO



ygodooooooooooobooobobobbobobobobobbobobobbbbboboooad
goobboooobbtbooobbbdooobobbuooobobboooubbobooog
gjodouooooooobooboobobobobobbobobbobobbbobbbbbbbooog
ggoboboogobobboooobobboooobobobuoooooboooobbooog
ggobboooobbbooobbbooobbboooooboooobboood
gogobboooobbtboooobbbooobbboooobboooo

040000000000 0COOO0ODODODOOOOOODOODODODOOO
ggoboboogobobooooboobboooboboboooooboooobobooog
goobboooobbtbooobobbdooobobbuoooobbboooubbbooog
ggoboboooobobboooobobboooobobbuoooobbboooobbobooog
ggobobooooboobboooooobbooooboboboooooboboooobobooog
goobboooobbtbooobbbdooobobbuooobobboooubbobooog
ggobboooobobtbooobobbooobobbuoooobbboooubbbooog
ggoboboooobobboooooobboooboboboooooboooobobooog
ggobboooobbbooobbbooobbboooooboooobboood
goobboooobbtboooobbbdooobbbuoooob bbb bboog
ggoboboooobobbooooobobooooboboboooobobboooobbooog
ggoboboogobobooooboobboooboboboooooboooobobooog
gooboboooobbtbooobobboodbob bbb bbb bboog
gobooboboooooobobododouoobobbooooobbboooobboboa
ggoboboogobobbooooboobbooooboboboooooboooobobooog
goobboooobbtbooobbbdooobobbuooobobboooubbobooog
gogoboooooono

ooogosobooobuooboboboboobon






120

Masking OO OO OOoodooodn
L] [

21 0OO0OO

gooboboooobobtooouobboooobbbooobbbooobbboon
ooooboboooboobuobobobooobuooboboebbOobOobObUobDbOObOD
ggobobooooboooooooon

1. 00000000 0ob0oboooooboon
0000000000000000000000000000 (masking) 00O
O000C00000000000O0masking0 000000 OO0OOO0OOO
OO0Omasking 0000000 (masked image) 000000000000 00O0O
obobodoboodgbogaobd

2. Masked image 0000 JPEGDOODOOOODODODO
Masked image 0 O JPEG[15| 0000000000000 JPEGOUOOOOOO
obobooboobobbooboobobobobooboobobboboon
bbooobbooobooobbuooobobooobbooobbooobbood
bobodbgobobbooboobobobobooboobobooboan
OO0O000C00O0O000DO0O0000O0000000 masked imageOO0O000O0O
gbobodobogobobbooboobobobobooboobobboboan
gbobodbuobobbooboobobobobooboobobbooboan
goooouoboobbbbooooooooouoobobbbbboobooooog
obobodboooboobobooboobaoboba



020 MaskingOOOODOOODOOOODOOO

. 000oboooooooooooooogono
00000000000 000000O0000D000DODO00O0oOO0O00g JPEG
OoOoO0ooOo0o0obOo0o0oooOooOoooOoO0ooDbbO0ooobooOooOooooOooDoO
Oooo0obOo0oobo0ooooooooo0ooobbo0ooobooOoooooooooDon
O20000000000000000000000DOO0O0OO0ODDOOOOO
Ooo0ooOo0oO0obOo0o0oooOooOooooO0ooDbo0oobooooooDooOooDoO
0000000000000000000000 (reconstructing viewer) 0 0O O
0O 0O DOreconstructing viewer 0 0 000000000000 O0OO0OOD0OODO0O
O 0O Oreconstructing viewer D 00 000000000000 0OOOOO0O0OO

4 00000000 10000000100000000DDO0OO
O0000000000000COmasked image 000000000 D0ODOOO
masked image 00 0000000000000 0O0OOODOOODOODODOODOO0O
OoOo0ooOoO0o0obOo0o0oooOoo0oooDOoOoOoDbo0oobooOoOoOoooDooOooDoO
OooobOooobo0ooooooooooobbo0oooooooooooDon
O00000000000000Omasked image0 0000000 JPEGOOOO
oooooooOooboOooboOoboooo0oooOobooboOobooooOobobOoDoOoo
OOoo0O00o0o0obO0oOo0o0obO0ooooobOobDoooboOoobOoDOoooDO
Oo0ooOoooo0ooooooooooboboooooooboobooool1oboOoood
0000 100 JPEGUODODOOODOOOOOOODOOOOOO JPEGOOOO
0000000000000 0OO0OD0O0000000DOO masked image 0000
0000000000000 000ooooOoO0o0o0oooooooooooJPEG
000000000 masked image O 00O O O O reconstructing viewer 0 0 O O
O0O00DOoOOoOoooon

5. Reconstructing viewer 00 00000000000 OCO0OOOOOOOOOODO
OooobOoooboo0ooooooooboooobobo0ooooOo0ooooboOooDoDn
Oooo0ooOo0o0obOo0o0oooOooOoooboooOobbo0oobooooooDooOooDoO
OoooobOo0oobo0ooooOoooooooobbo0oobooOooooooOooDoO
OooobOooobo0ooooooooboobo0ooobbo0ooooOooooooOooDoDn
gogooooooobbbbbbooooodooououuooooboboobobboon

6. 00000OO0OO0DOOOOODOO
Oooo0obOo0oobo0oooooooooboooobbo0oooooooooooDon
Oo0o000O0O000C00O0O0O0O00O0 JPEGUOO0OO0OODODOOOOOODOO
OoOo0ooOo0o0obOo0o0oooOooO0oooOoOoOoDbbo0ooboOoOooooDooOooDoO
OooobOo0oobo0ooooooooooobobo0ooobooOooooooooDoDO
oooo



22 DO0O0O0O0O0OO0O0O0O0OO0O0O00O0O0

22 J00O0DO0Oooooooobooood

doooooobboooobboooooooooboooogo b oooooooogoon
0000DbO0000 “0D000000bO00”0D000000DO00DOO0oDOO0DOOoOooDOon
0000 2.1(b)00 22(b)00000(2) D00000O0OOOO0ODOO “OCOD0O0OOO
O0”0000000000000D0000DO000000D0Oo0ooooooogn
00o00o0O0oOooooooooooooD“0000ooooooo”0oooooogn
00000000 22(b)0000000“000000000O0O0” 00000ODO0OO
goooooobobboooooooooooooob bbb oo ooooooon
000000000000000000000000000DO0000O0 21(b)0000
021(x)0000000000000O00 ADODODOODOODOODDOUOOOOODOOO
dooooooobooooooooooooooobboboooooooooooooon
0000000000000 00000o0000o0oUooULD 2(b)D0OO0ODOOOO
00o0o000dDO00ooO0oo0oooDo“O0b0O0oboOooOo”DO0000DOO0ODOoooOoo
000000000 “O00b00b000bOoo0bO”Do00b0o0o0oobooobOooDoooooon
gooooobobobooooooooooooooob bbb oo oooooooon
00000000000 masked image 00 00

) '0 | p?(l:titeact:ilc? n> o—
0

(a) original image (b) masked image

0210000000000000



12

020 MaskingOOOOOOOOOOOODODO

= '° pro(ic\alitrion

l —~
o

(a) original image (b)

0220000000000000

000000000000000000000000000000000000000
0000000000000000000000000000000000000000
002000000000000000000000000 [16](17] (18 1900000
0000 [200000000000 [21][22)00000000000000000000
0000000000000000000000000000000 [23][24][25][26]0 O
0000000000000000000000000000000000000000
00 [16)00000000000000000000000000000000000
00000000000000000000000000

221 000O0OD0DDOOODOOOOOO

gogobbboooobboooobbbooobobobuooobooboboooobbooo
goobboooobbboooobboooobbboooobbbooubbboooo
ggobboooobobooooboboooobbboooobobboooobbboooon
ggoboboooobbooooboboooobbbooooboboooobboooon
goobboooobbboooobboooobbboooobbboooubbbooooo
ggoboboooon

ggoboboooobbbooobobboooobobobuoooooo

1. 000000000
2. Gauss DOOOOOOOOOoOoooOO
. 0000Oobo0oboooooon



22 DO0O0O0O0O0OO0O0O0O0OO0O0O00O0O0

0oOooooooo
00000000000000000000000000000000000000
000000 ,0000000000000000000000000000000
00000000000000000000000000000000000000
00 tt=1,2,...,n)0000000000000000000 I(¢()0000000
tt=1,2,...,n)0000000000000000000 B;(t)000 (21)000

ooo
Br(t—1)x (t—1)+I(t)
t

ggooboooooo U%DD (22)000000

o2t —1) x (t—1)+{I(t) — Br(t)}?
o2 (t) = L - (2.2)
D000R0000000000000000 Bi(n)00DO000 ¢2(n)000000

0 (23)00 (24)000000

Bi(t) = (t=1,2,...,n) (2.1)

Bi(n) =~ 3" 1(1) (23)
o) = - S {I() ~ By (2.4)

Gauss 0DDDDDODODOODOOOODODOOD0

000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
0 Gauss 000000000000 O00O0OO0O0O0ODOD00000000000000
0000000000000000000000000000000000000000
000000000000 00000000000000000000000 ¢t000
00000000000 J(#()00D00000000 B;(t)000 GaussOOODODOOODO
c)D00000000000 p(0<p<1)0000000000000000000
00000000 B;(t+1)00 (25000000

Br(t+1)=(1-p)Br(t) + pI(t) (t=n) (2.5)

0000000 o;(t+1)00 (26) 000000

W@+1%=¢ﬂ—pﬁﬁﬂ+pﬂﬁ%—3@ﬂ2 (t=n) (2.6)
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moving
object

moving
object
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<

>

Intensity j

023 Gauss0O00O0000OOOOOOO

gogobbboooooobooooboboooooo

0000000000000 0000O0O0000D 230000 GaussOOOOOOO
goooog

0000 t¢t000000000000 I¢)000000000 By(t)yODDODOOUOO
o(t) 00 (2.7)00000000000000O00OO0O0ODOO0OOOOOOODOOOOO
0000 (28) 000000000000 DO0ODOLUOUDODOO

| B(t) — I(t)| > kro(t) (2.7)
|Br(t) — I(t)| < kror(t) (2.8)

goboboooobobbooobobooooboboboooobbboooobLboboooa
ggooood



2.3 MaskingOOOOOOOOOODOOOO
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oobooobboooboboobobuooobbooboboobobooobboobobo
goboobobobooboobooboboobobobobooboobobobobooon
goooboboooboobooboobooboo200b0DbooobooboobOooo
o0o0O0oO0oboO0o0b0 2400000000000DO0O 250000

ooooboobOoooboboobooboOobboOobDOoboboOobDOo 220b0o0ooOoboOoO
goo0ob0oboooboobooboboooboobOoboobDOooboobDboOobDooo
ooooboobobobooobooboboooboobobboobDooboobOoboooo
0000000000 [2700000000000000000000O00O0O00O0
0o0o0ob0ooo0obooobooboboooboobOoboobDooboobDoooDooo
goooboboboboobooboboooboobobboobDooboobooooo
gooobobobooboooboobobooboobobboobDoobooboboooo
goooboboobooboobooboboobobbobbooboobobboboooD
00000000 300000000000D000 maskedimageOOODODOOODOODO
000000000 2400000000000 masked imageO0OO0O JPEGODOO
gboobobooboobooboboooba

00000000 JPEGDODOOOOOOD 20000000000000000A0
0000000000 JPEGOOOODOOODODDOO normal viewer OO OO0O0O
0000000 masked image 0000000 Masked image 000000000000
0000000 220000000000000DO0DO00O0DOODOOODOOODOODO
000000 b00b0000bb000bOOU reconstructing viewer 000 O0OOO
gooobobobooboooboobobooboobobboobDooboboboboooo
00000000 0DO00D0O00O0000D0OO0DO0OD0OODOOOReconstructing viewer
oooobobooobooo 250000000
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Monitoring
camera

J

Moving object
extraction
and tracking

J

Encoding
masked image

Original Image

J

Storage and/or
transmission

024000000000000000
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Storage and/or
transmission

! !

Decoding by Decocimg tpy
normal viewer recor?s ructing
viewer

Masked Image Reconstructed
Image

02500000000000000
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24 0J00O0OOOooO

0260000000000000000000000 (a)maskingd (b)AESOOOO
()000D00D00D0OD0O0ODOO0OO 241000 242000 243000000000

gboboobgobobooboboboboobooboboobuooboboan
oooboo3booooooobboooooboooboOoooooUooDbOooooDon
goooooooobon

gboboobooboboobooboboobooboboobooboboan
00 (DCT)00 D00 (Quantization)D0 0000000 (Zigzag scan)00 00000 O
(Huffman coding) 0 0000000000 (coded moving object) 0D ODOOOO
0ooooooooo JPpPEGOOOO0ODOOCOOUOOODOODOOOODODOODOOO
0000000000 AES(Advanced Encryption Standard)[(28) 0O OO0O0O0O00OO
000000 (encrypted stream) 00000000 0O0AESOODOOODOOOOOO
gboobobobobooboobobooboobobbobooboobboboon
ugbooboooobaoooad

0000000000000 0000000000 masking 0000 masked image
000000 Omasked image D DCTOOODOODO0O0DODOO0ODOOOOOODOODODOO
ggobobobobbooooobobobbbooooooobooobboooooooooon
000000000000 00000000000 masked image 000000000
0000000000000 000000O0masked image00000000000O JPEG
0oooodoooooooooooo0oUooooooooo bCrooooooooo
gbooboboboboobuoobobooboobobbooboobooboboan
ODCTOOOOOODOOOOOODOOOOODODOOOOooOoOOoOoOOooooO JPEG
goooobbobobooogoad
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Password
extracted
’ <., assigned
Moving object Ob t o
PRR— . , ect number
: Proposed Image )
B P t ............................................
) () I —
Masked image DCT
Masking l
Scrambled |
: Quantization
DCT l v
+ = Encryptionkey | i |
igzag scan i ;
Quantization i SEMEE R i
Erased
v Huffman
Zigzag scan coding
coded moving
object
(€ (b) l ..... O e |
- . - ) Encryption
Watermarking |< T AES Encryption [« key
v
Huffman encrypted
coding stream

S —
JPEG bitstream

02600000000
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2.4.1 (a) Masked Image 0 0O

000000 2.6(a) 0 maskingOOOOOO0OOOmasking0ODO 27000 Scram-
bling0 Erasing Defocusing Mosaicing 0 4000000000000 2700000
O000000 maskingOODOO0O0O0O0O0ODODO0OODODOOODODOOODODOO
O000000000000000000 maskingOOOOOOOOOOOODOOOO
0000000000000 0000000 maskingOOOOODOOOOOOO

m Scrambling

0000000000 ooooooooooboooooooo
oottt ooobuooboobobuouboo
O00000000000000000000000000000000O Scrambling
0oooooobooonooonooonoooooooooooonoboooooooo
O00OScrambling 000000000000 D0OO0OO0OOODOOODOOOODOOOO
Scrambling 0 masking 0 00 0000000000000 OO0O0ODOOOODOOOO
0000000000000 0000D000DbO0DO000DO00D maskingO OO OGOOO
0270000 400000000000000000O000DOOOODOOO

m Erasing
Ooo00C0C0OO0OO00000ooooooooooOoCoCOObOOoOOOOOooooo
ooo0o0OC0OC0OOO0OO00000ooooooooooOoOoCoOOOoOoOooooooooo
ooooOo“C0000000000’00ooooooooo0ooooooooooooo
ODO000000D000D0000000D0D0DO00Erasing 0000 00O masked image
ooo0o0oC0COOO0OO0O0000ooooooooooOooCocOoOOOoOoOoooooooo
004000 masking0OODOO0OOOOCOOOOOO0O0O0O0O0O0OOODOOO

m Defocusing

O000000000D0O0O0000 R,G,BO0OO0OOOODOOOOOoOoOOOOOO
goooobodoboouobooooobouboobboooubooboouoo
O0z00{y00 7000000 Defocusing 0000000 (4,j) 000000
(2X+1)x (Y +1)000000000000000 (4,) 0000000 (2.9) 0
Defocusing0 000000000 M,;; O masked imaged 00 «0y00 j0 R, G, B
00L,000000 00 r0y00 sOR,G,BO0OO0OOOOODO (29)0 R, G,
BOOODOODODOOOODODODODOODODODODODOO R, G, BOOOOOOOoOO
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gogobooooooo

X Y
Z Z I'i+r,j+s
r=—X s=-Y
M;; = 2.
T X+ ) x 2V +1) (29)

Defocusing 000 0000000000000 DOO0OOO0OOODOOOOOOODOOO
ggoobooooooo

m Mosaicing
dodobooooooooooobooooooboooooonbooobooooobooon
O0OR,G, BO0D0O0O0OODOODOODO0OODOOOODOOODODOOODOOOOOO
gooooooouodooooooooooood (2X—|—1)X(2Y—|—1)DDDDDD
00000 (me,my) 000 MosaicingODOOOOO0O (210000000000 M,; O
masked image 0 x 00y 00 j0 R, G, BO0OL, 000000 =200 rOy0ODO s
OR,GBOOOOOOOO0

me—X,my—Y == Mmm—X—i—l,my—Y == mz+X,my+Y

X Y
Z Z Im:c—i—r,my—l—s

. r=—X s=-Y
2X +1) x (2Y + 1)

(2.10)

0 (21000 R,G,BO0O00O0DO0O0OO0O0ODO0O0OOOOOOODOOOD R,G,BO
O000D0000000000000OMosaicing 00000O0OODefocusing 000
0000000000000 0D00D0000000D00o00Doond Defocusing
goobooboood

Masking OO OO ODOOODOODOODOODOODOODOODOODOODOOODO
0000000000000 0000000000D00O00Scrambling 0 Defocusing[d
Mosaicing 0 000000000000 O0ODDOODODOOODOOO0DOOODOO0O Erasing
goooooboooooa
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\_

example of
transformed pixels

= E

Original

Scrambling Erasing Defocusing Mosaicing

H_J

corresponding pixels
in the background image

~

0 2.7 masking 00 (Scramblingd Erasing( Defocusing Mosaicing) 0O 0O O
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242 (b)00O0DO0O0O0O0O0OO

00000 26(b)0 AESOOU0ODO0OOOOODO. 0241 00000000000
00000000 0O0Omasked image 000000 00O OO 0O Oreconstructing viewer [
godboodoooboooobobobouobobooouoboooouoooood
dooooooboooooooooooooooobbobooooooooooooon
oo boooboooooo
oo ooouoobooouoooooa
2430000000000000000DO000DOOODODODOOOOOOODODOOO
goooooo

gooooobobooooo

0280 AESO0OO00D0OO0OO0DOOODOODOOOOODOOOOOODOOOOOOOn
OO00o0000o0ooooooo bCTOOODOODOoODOoOoooooDoooDooooo
0o0o0oooooooooooooooD 2400 000000000000 16 x 16
00o0oooooDOoDooooooooglexle0odooooJPEGOOODOOOOO
MCU(Minimum Coded Unit) 00 000000000000 JPEGODOODOODOO
oooooooo MCUDODOOODOOOODOODOOOODOODOOODOODOOOODOOO
oooooDooooooooo MCuUOooooono

000000 kO0D00DO0ODODO0ODO0DO0ODO0D00D0000 “coded moving object
k” 00000 0O0coded moving object k 00000 N, OOOODO coded moving
object 00D OO 30000000DOODOOODOOODOOODO

Step 1:
Coded moving object 0000000 10000010000000D00000O0O
O0000000000 masked image OO DO OOOOO0O0O00OOOODODOOO
O01000000000000000000000000000000goooOgdg
O000000000Ocoded moving object 00000000000 ODOOODOO
OO0O0D0DO0O0JEPGOOOODODOOODO 20000000000000000A0
goooooooooood

Step 2:
Coded moving object 0 AESODO0O0OO0OO0OOOOOOAESO 1600000
O000000000O00coded moving object OO0 OO0OO0OODOONO 160
O00000000000Ocoded moving object 000 O0OOO0OOOOOOOO
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O00000000000160000000DO0OC0OOOCcoded moving object kO
OO0000000O0bOO00DO00O0Db00D LyODbOoODODODOO

Lk = Nk+4+Dk =0 (m0d16)

0000 Dg O coded moving object k000 0000000DOO0OOODOOOO
AESOO0000000000O0000D000000O00oOO0ooooooooan
O00000000000AESOOOO0O0O 16000024 000032000
03000000000000000 2000000000000 220000
O00D0Oo00oDO 2000000000000 000DO0O0000O0000O0OOd
goooooooooboooooooooooooooobobooooooooogd
googooog
Step 3:

do0o0oo0oooooooooooooobooonoioooooooooooooo
0000000000 243000masked image 00000000000 0O0OO0
googd
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Object Original
extraction image

Object 1 Object 2 Object 3

Encoding into bitstream

coded moving object 1 coded moving object 2 coded moving object 3

Discrimination code of

ﬁ 1. Add discrimination codes
) the data head

and dummy data

' coded moving object 1 I coded moving object 2 I coded moving object 3
Discrimination code of the data end
and dummy data

2. Encrypt using AES
ﬁ Encryption key based on)

each object number

Encrypted data1 Encrypted data2 Encrypted data3

ﬁ 3. Combine data

Encrypted stream

____________________________________________________________________________________________________________

0280000000C000000000O0OODOO
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243 ()0000D0OO0O0ODOOOODOOODODOOO

O000ooooo bDCTOOOO

00000 26(c)000000000000ODO0OOOOOOOODOODOOOUOOOO
000000000 masked image 00000000 2.6(a) 0 masking 00O masked
image 00000 JPEGOOOCOOOOO DCTOOOOODOODOOOOOOOOOOO
00O masked image 0000 DCTOODODOOODO (LSB: least significant bit) O
OO000000O0o0obOO0o0oboobOoobOoboboobo29b0b0b00b0Db0O0ObDO0ODO
DCTOOOOOOODODOOOOOOUOOOOOOD10D0DDOO DCODOOoOooDoOOO
6300000 ACOO0OD0O0O00DACOODODOOO0ODOOOOO0ODDOOODOOOODOOOO
oooooooOoOoOoOoOOOOOOOOOOODOOOOJPEGODOOOOOOOOO
obobooboobobooboooboboobooboboobooboboboobo
gbobodobooboboobooboboobooboboobooboboonoa
gbobodboobobuodbooboboobooboboobooboboood

Low
frequency
1 2 6 28
3 5 14 43 : Not to be used
| | 1~10
4 13
10 54 : Reserved area
] ' 11~13
11
61 . Data embedding area
| 14~64
60 | 62
36+ 49 59 | 63+64->
High
frequency

029000000000000ODOO0 DCTOOOO
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o ™~

loxid 9T

‘ Divide into
Input image T —>
P g blocks

\ block J

Divide into MCUs

Not subsampled: i 8
Used for watermarking |

Y componets

Subsampled by 1:4:
Not used for watermarking

V component
K U component /

0210000 MCUOOUCOOOOUOOOOOOODOOOODODUODODOODUODUODOOOUUODOUOUODOOO
goooo

gogobboooobbbooooboobbooobbboooooboooobboood
O0000JPEGODUODOOOODODOOODDOOOOODDOODODOODODOODODOO
gogoboboooobobboooobobboooobobbooooboboooobbooog
dodoooooooobooboboobobobobbobobobobboooooooooooood
O00o0ODCTOOOOOOOOODOOODOO0ODOOODOO0ODOO0ODODO0OODO0ODOO

goooog
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Original YUV components Only Y component

0211 000000YUVOOOOODOOOOoO YOoOoOoooooooooooo

oooooooooyuvooooo
oboodobboobbuoobobooobboobbooobooobboobbood
o000 oDb0O000ObOO00 1000b000b00bObOOobOOo0obOoDOoOobDOoOobOoDg
Oo0000000ooO00oooO0OooooooOooooooo MCUOOoooooooo
bboboobgobobooboobobobobooboobobbooboan
000000 JPEGOODO 42.000000000000004:20000000000
Obo0o0ooooOoooDooOooooo0oOobooOooDboOoooooobooogoo uvoo
000 1400000000000000000Y0OOOODOODDOODDOO16x16
ODO000000000008x80 YUOOD 400DOO0oOooOooooOooD 210000000
00100000400 YOOODO 100OOooO UvoOOooOo 6000000 0ODO0ODOO
gbobodboobobooobooboboobooboboobooboboonoa
bbdobodoboobobooboobobooboobob
0000000000000 00000000O00O0DOOoDOOooDyYUvOoooooo
OboO0o00ooO00oo0ooO0oooobOooboOoobDoobooDOobO Yoooooooooo
ODOo0o0OoDbDOoooOobooD 2110000000000 YUVOOOOOOoOoOoo
Oo0o00oo0ooOo00ooOo0 Yyoooooooooooooooooooooooooo
obobooboobobooboooboboobooboboobooboboboobo
ODo0ooOoO0oboOoobooooooooyuvooooooooooooooooooo
ODoooooooooboooobboooooooooyooooooooooobooooo
gbggboogboooboboboooboobobobobbuooboobobbobuo
OobOo0bO0oo0obooooboboooooboooboo 210000000000000000
0000000 PSNR(Peak Signal to Noise Ratio) 0000000000000 OO0O
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021PSNROUOOOOOOOOOO

PSNRs [dB] Data length [KB]
YUV components 33.02 19.83
Only Y component 36.40 18.56

000000000 XxYOOOOOo IoJOoOo PSNROOOODO (211)00000

255
PSNR =20 x log 10 (2.11)

DD ey = Juy)*

=0 y=0
X XY x3

0oo0ol,000 7000 (2,y) 0 ROGOBOOJ,, 000 JOOO (z,y) 0 ROGO
BOOOOO
UVOOO0O000000000000000YO00000000000000000
000000000000000000000UVO0000000000000000
0000000000000000000000000000000000000000
00000000000000UVOOOO0O00YOOOOOO00000000000
0000000000000000000000000000000 320x24000000
000000000000000000 MCU O O0320/16x240/16 x4 = 300 x 4 = 1200
ooooo

Masked image OO0 OO OO

0000000 b000b0bO0o00bOo0o0obODbOoOo0oDb 2120000000000
0000000000000 00000Masked imaged mO0O MCUOOOODOOO
001000 MCUDO 14000 DCTOOO LSBOOOOODOODODOOO 100000
Oo0oooooooo2000 MCUD 14000 DCTOOO LSBOODODOOOOOO
O02000000000000000000mOODO MCUDO 14000 DCTOODO
LSBOOOOODOODODODOO0O mOOD0ODOD0OODO0DOODOOOOOOOOOOOO
LODOODL>mO000001000 MCUDO 15(=1441)000 DCTOODO LSB
00000000000 (m+1)0000000000000O0O0ODOOO@G+1H) OO0
MCUDO (i+14)000 DCTOO0 LSBOO00O0OO0OO0O0O0O00 (ixm+j+1)000
000000000000 D0:0DCTOOOOOD 4000000 (6=0,1,...,50)0
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1st m+1

1st MCU Ol, | O | O, [

2nd m+2
1 1 1
2nd MCU Of; | Of | O ST

Block 1

3rd m+3
3rd MCU Of; | Of;, | O S
4th m+4
4th MCU Oy | Olyp| S: [EESTEET
jth MCu
The (i xm+j) th bit of
encrypted data is placed.
Block n
mth MCU i b

bit  th bit

10 n-1
Object number in block x is Z O,x2° Embedding data length is Z S, x2°
p=0 p=0

0212000000000 DCTOOOOOOOOOO

joMCUOOO0 (j=0,1,...,m—1)00000000
O00000D00000D000 LSBOODOO MOOODODOODODOODODOODOOOOOO
OLOL>MO0000000LSBOOOOOOODOODOODOODOODODOODOOOOO
Oo00 20000 (2ndLSB)DDDDDDDDDDD1DDD MCUO 14000 DCT
000 2nd LSBOOOOOOOODOOO (M+1)0OOO0OODOOOOOOOO
O000000000000o0Do0doDoooDooooDooooooooooDod
00o00o0o0ob0o0obo0ob0obObo0obo0obOoobOO0o0obDOoobOoOoDbOoDbD 2900
OODCTOODO 11-13000 reserved area D0 0000000000000 16x160
00oo0ooooooo 400 MCUDOO 21200000000000000000O000O
00000000 2130000000000010000DOOD00O0ODODODDODOOODO
gotdoodootdootooboouoouooooooooooooooooooao
0000000O00bO0Do0o0bOo0bO0obO0o0bOoDo0obOoooOOooOoooDoOo
00100000000 reserved area 0 12000000000000 11000000
goooooooboooouod . 000 ooododoooooooon

10
>0 x 2
p=0
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Object number table corresponding to
Original image the original image

ol |\ ||
//
Background / I:‘: Bloc_:k having object number O.
Object number 1 (Object number 0 means there
is assigned. are no objects.)

Block having object number 1.

Object number 2
is assigned.
I:‘: Block having object number 2.

02130000000000000000O

gdddpd reservedareaDDDDDDDDDO;jDDDDD zUO0O0O0 pUOooond
goooboooboooo

Reserved area J 12000000 100000000000 0ODOOOOOOODOODO
odooobobobobooboobuobobobooobooboo

i S, x 2071
q=1

0000On0O16x1600000000S85,00000 ¢O000O00O00D00OOOOOOO
o0o0ob0o0obooboobobboobo0obDoob0o0oboobOooDb 250000
ogn
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25 JOooooog

0000 reconstructing viewer 0 0000000000 ODOOOOOODOMasking
0000000000000 000000JPEGOODODOODO reconstructing viewer O O
000000 Reconstructing viewer U 0 00000000000 O0OOOODOOOOOO
0b0o000b00O00obO0o0O0O0obOo0Ob0O0oDbObOOoOoDbDOn 2.14 0 reconstructing
viewer 00000000000 DOOOOODOODOO

O0O0JPEGOOOODODO normal viewer 0000000 00O 0O O Omasked image [0
O000Omasked image 0000000 JPEGODOOOOODOOOOOODOOOOOO
oooOobDOoboooooboonoo

00000000000000000000000000
JPEGOODDO0DD0D0D0D00000000000000000NONONNNONONONONOn
00000000000000JPEGOOOOOOOOD JPEGOOOOOODOOOODN
00000000000 DCTOOOOOOOOD 243000000000000 DCT
0000000000000000000000000000000000000000
000000000000000 reserved area 000000000000000000
000000000000000001000 MCUD 14000 DCTOOO LSBODO
0000000000000 1000000000000002000 MCUD 1400
0DCTOOO LSBOOOOOODDOOOOOOOD 200000000000000
0000(j+1)000 MCUD (i+14)000 DCTOOO0 LSBOOOOOO0O0O00DO
00 (ixm+4j+1)0000000000000000000000O00O00O0O0O0
00000000000000000000 DCTOOO000000000000
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Bitstream Password
Object number
—————— { ————- Reconstructing viewer —----1---1
|
Huffman :
decoder |
|
|
DCT |
coefficients Embedded :
> data I
extraction :
Encrypted |
stream :
\ 4 s s 1
. Decryption — I
Dequantization key Decryption |
& Decryption |« key |
IDCT generator :
Masked coded :
image moving object |
\ 4 \ 4 I
|
Image | JPEG :
overwriting | Object decoder |
image :
|
___________________________________ |
Reconstructed
image

0 2.14 reconstructing viewer 0 O O
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goobooooon

O0o0oob0booooboobobuooobboobobooobobooooboog 2150
OO000o000oooOoooooo DCTOoOOOODODOOOOoO0OooOOoOooOooood
oOooO0ooOooO0bOO0bOOo0ooO0bOU0O0oOOoO0oU0obOUbOOoOUOD kOOODODO
OO00000 24.200 coded moving object k0000000 0OO0OODOOOODOOO
00000000 kO0DO0O0OD0O0O0O0ODO0O0OD0O00O00 kODO0D0OODOOOOOODO
O0000O0000O0000Ccoded moving object k0000000 OO0ODOOCOODOOO
0000000 coded moving object 000 O0O0O0D0ODO0OO0OOOOODOOOOODDOO
0000000000000 00D0Oo000O0OO00O0o0O0OdO coded moving object O
ggooood

gogoooboood

00000 object data 0 JPEGODOOOOOOOOODOOOOOOOODOOO
O000D0OD0O0D0ODO masked image 000000000 OCOOODODOODODOO
00 Masked image 0 JPEGOOO0O0OOOOO JPEGOOOOODOOODOOOOOO
OO00O0JPEGODOODOOOO 16x16000000000000DOO000OOOOOO
0000000000000 000Coded moving object k00000000 OOODO
O0Omasked image 000000000 AO0D00OO0OO0OOODOODOODOODODOOOO
0000000 k00000000000 0000D00 maskingODOOOODOOOOO
ggobboboogobooboobooooboboooooboboooobbooooboobouoog
goobobboooobbbooobobbuoooobbuoooobbboooubboo

000000000000 0000D000D0D00D00O00000000000A0 coded
moving object 0000000000000 0OOOODOOOODOOO
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-- AES decryption ---------m-mmmmom ooy

Extract
encrypted stream

Extracted object data ( = Encrypted stream)

If object number 2 is given, 1. Decrypt data
only this part can be decoded. ﬁ < Decryption key based on >

only one object number

2. Extract data from between
ﬁ discrimination codes

coded moving object 2

i Damaged data coded moving object 2 Damaged data i

by JPEG standard

object2

021500000000000000C0000
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26 0000

000000000000 000000000000 261000000000000
00 masked image 00 0000000000000 0000000000000000
0000000000000 262000000000000000000000000
0000000000000 00000000000000000000000000
0000000000000 00000000000000000000000 26.30
0000000000000 00000000 JPEGOODOOOOOOODOOO000O0
000000000

000000000000000000000000000 3202400000000
000 24[bits/pixel] 00000000

2.6.1 Reconstructing Viewer 00000000000

O00000D0D00000o0ooDooO0 JPEGOODODODODO normal viewerd recon-
structing viewer 0 0 0 0000000000000 OOOOOOOOO 3000000
O0000D0000000D0O0O0O0 masking 00O scrambling 00 erasing 0 20000
OoOO000O0O00bOOOo0oOooO0oDoO0oobooobboOooooo

0216000000 masked image0D 0D 000000000 OOOO 2.16(b)0O(c)
O0000000000000JPEGODOODOOO normal viewerJOOOO0OOOO
0000 masked image 0 0000000000000 scramblingd erasing 00 0 0O 0O
0000000000000 000000D00000DO0000O OO0 masked image O 0
O0000000000000000DO 300000nooooooooooooon
0 Oreconstructing viewer 0 000 0000000000000 0O0O 2.16(d) 0000
OOooboobDoe000O000ODOO0O0OO0DODODOODOreconstructing viewer O [
OD0000000000000000000ooDgo o600 ODOoDoOooooooon
000000000000000000000 2.16(e)00000000O0O 004000
OoO000O0O00oOOo0o00ooo0O0oobooO00obooOooooooooDoOoooDooooDo
00000000000 0000O00D0O0O0000000DODoODOo0oDoDOoooDoOooOoOOn
OO00000O000O00oQoOdoog 217y00o00oooo0ooooooooooon
OO000000000000 maskingO0OOOOO0OOOOOOOOOOOODOOOO
googog



26 0DO0OO

Normal Reconstructing

I N V (=1, S ——— N R viewer.
R = | =ETE oA BRI

Scrambling

(a) Original

Erasing

0216000000000. (a) 00000 (b) Scrambling 0 00 masked imagel (¢) Erasing 00 0
masked imaged (d) O (b) 00 006 000000000000000O(e) 0 (¢c)OO 00400000000
gooooo

O0OPSNROODOOOOOOOOOOOOOOOPSNROOOOOO (211)000
000 21602170000000000000000000000000000000
DOPSNRODOOOOODODOOD PSNRO 32.63[dB]000031.70[dB]00000O0
00000000 00000000000”00“000000000000”0000
000000000000000
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020 MaskingOOODODODOOOOOOOO
Normal Reconstructing

O Y4 .1 <Y A msmmsm—— N W viewer.

Scrambling

(a) Original

Erasing

©

g217000000O0O0O0CODOOO0OO

gooooooooon

gooooobobobooooooooooooooooob b oo ooogog
goooobbbobbbooooooooooouooobobbbbboooooooog
1170000000000 000O0O0ODO0O0OO OO O0ObOOOOODOD 250630
00000 masked image 0000000 100000000 200000000 2.18
0 normal viewer 00000000000 O0O00O0OO masked image 00000000
Oo0o0obooono 2190 reconstructing-viewer 000000000000 001000
0000000000000 00203700000000000O0O000ODO0DOO0O0O0O0O
000000000000 DO0000DO000D0DDOO000DDOOoO00OD39Us100n0O
ocooooooooooooooooooooOoOoOboOboobooObO0oOoooooooooooo
goo o000 oooonooDooon
0000000000 maskingODOOOOOODOODOOODOODODOODO 530630000
0000ob0ooDooboooo0lo0obob0obo0ob0oboobOobDbOobOOoobOoDooo
0000 masked image 000 O0O0O0O00O0O0ODOO



26 0DO0OO 39

33 frame 35 frame 37 frame 39 frame

41 frame 43 frame 45 frame 47 frame

57 frame 59 frame 61 frame 63 frame

021800000000000000 masked imagel
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25 frame 27 frame 29 frame 31 frame

33 frame 35 frame 37 frame , 39 frame

41 frame

51 frame

49 frame

53 frame 55 frame

57 frame 59 frame 61 frame 63 frame

02190000000000000000000O0O0DODODDODOCOOOO1IOO0O00O000O0OOOO



26 0000

262 000O00O0O0O0ODOODODOOOOOODODODOOOOO

0000000000000 0000000000000000000000000
0000000000000000 LSBOOO0O00000000020d LSBOODOD
O0o0000o00o00bO00o00o00b00o0ooo0ooboooooobo0o0ooooooaO 2.20
000000000000000000000000000000000000000C
0000000000000000000000000000000000000000
0000000000000 0000 LowDO O 220000000000000 HighODO
2300 2000000000000000000 Low OO0 2.6.1 00000 masked
image 1000 0000000000000 000000000000000 High O
0000000 LwOO0000000000000000000000000000
000000000000000000000000000000000000 9990
0000220000 2000000000000000LSBOO0O0OOOOO0N
000000000000000 20d LSBOOOOOOOOOOOOO0000000
gddoooodooooouoooooooooon 320/16><240/16><4:1200
0000000000000000000000000000LSBOO00OOOO0
000 1200 x (64 — 14 + 1) = 61200[bit] = 7650byted 2nd LSB 00000000
61200 x 2 = 122400[bit] = 15300byte O 0 0 O
000000000000000000000000000000000000000
0000 40%0000000000000000000000000000000 Low
00O0000LSBOOOOOOOOOOO0ONOD00O0O0O0000000000000
000000 40% 000000000000000 20d LSBOOODOO0O0OODOO0O
00000000000000 HighDOODDOOODO000000000000000
08%000000000000000000000000000 HighOOOOOODO
ooooobo2ndLSBOOOOODODOOO0OO0OOOOOODOOOODOOOOOOOO
0000000000000000000000000000000000000000
00000000000000000000000000000000000
00000 26.1000000000000000 2.1600 2170000000000
0000000000000 0000000000000000000 39%0 20% 00
0000000000000000000000000000000000 LowO00
00000000000 LSBOOOOOO00O000000000000
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18000

16000

14000

12000

10000

8000

6000

size of embedded data [byte]

4000

2000

Maximum possible amount
in using the two LSBs

Maximum possible amount
in using the LSBs

10 20 30

40 50 60 70 80 90 100
moving object rate [%]

0220000000000000000DOOO0OODOODOOODODOODODODOODOOOOODODOO
(Low) 00OOOODOO (High) 0OOOODOOO0OOOD0OOODOD0OOODODOODOOOODOOOOD LSBOOOO
O00002nd LSBOOOOOOOOOOOOOOOOOOODOOO



26 0000

02200000000000 Low

3 2 2 3 5 81012 3 4 5 920 20 20 20
2 2 3 4 512 12 11 4 4 513 20 20 20 20
3 3 3 5 8 11 14 11 5 5 11 20 20 20 20 20
3 3 4 610 17 16 12 9 13 20 20/ 20 20 20 20
4 4 7 11 14 22 21 15 20/ 20 20 20 20 20 20 20
5 7 11 13 16 21 23 18 20/ 20 20 20 20 20 20 20
10013 16 17 21 24 24 20 20/ 20 20 20 20 20 20 20
14 18 19 20 22 20 21 20 2020 20 20 20 20 20 20
(@) Y component (b) U and V component
02300000000000 High

13 9 8 13 19 32 41 49 14/ 14 19 38 79 79 79 79
10 10 11 15 21 46 48 44 14/ 17 21 53 79 79 79 79
11,10 13 19 32 46 55 45 192145 792 79 79 79 79
11,14 18 23 41 70 64 50 38 53/ 79 79 79 79 79 79
14/ 18 30 45 54 87 82 62 79 79 79 79 79 79 79 79
19/ 28 44 51 65 83 90 74 79 79 79 79 79 79 79 79
39 51 62 70 82 97 96 81 79 79 79 79 79 79 79 79
58 74 76 78 90 80 82 79 79 79 .79 79 79 79 79 79

(@) Y component (b) U and V component
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2.6.3 Masked Image 0O OO OO0

0000000 JPEGOOOOOOOOOOOOONOOONONOONOONOONOOOOO
000 22100000000000000000000000000000000000
JPEGOO00O0O0O000000OOO0000000O0O0O00000000000000
D00000000000000000 XxYOOOOOOOO0OO Bibits/pixels] OO
D00OX XY xBbits) 100000000000000000000000 320x2400
000000000 24[bits/pixels] 000000000000 1843200[bit]=225[Kbyte]
000000 JPEGOOOOO00O0O00O0O000O0D Omasked image 000000
000000 LwOO0O0ODO0DD0DO00O00000000000 Lowd High O 20000
0000 2210 LowDOHighDOOOOO0DO0DO0O0000000000000000000
0000000000000000000000000 262000000000000
0099000000000

000000000000000000000 10%000000000000000
0000000000000000000000000000000000000000
0000 0.05~0090000000000000000000 2%00000000
00000000000000000000 LwO0DOO0O0O00000000 0.1000
00000000000000000000000000 Lwd0000000000
000000000000000000000000000000000 0.200000
0000000000000000000000000000000000000000
0Oo00O00ooOooo0
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0.20

0.18

0.16

0.14

0.12

0.10

0.08

0.06

0.04

0.02

code length of masked image / code length of input image

0.00
0.0 10.0 20.0 30.0 40.0 50.0 60.0 70.0 80.0 90.0 100.0

moving object rate [%)]

0221 000000000000000O00JPEGOOOOUOOOUDOOOO
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2/ 0O0OO0OOog

goobooooboobboooobobbooooboboboooobbooooboboood
ggobboboooobbbooobobbooobboboooobboooobboood
oo Lobbbbboobooooooog
ggoboboooobooboooobbooooboboooobbboooobLbobooog
gobboobooboooobbbooooooboobbooooouooobbooooobonog
goobboooobbboooobbooooboboooob bbb bbooog
ggobobooooboboboooobboooobobLboooobbboooobLbbUood
ggobboooobooobooobobobooooboboooobbbooooboobooog
goobobooooobboooobbooooboboooobobbooooonbobooon
0000000000000 0oo0ooooO0ooooooooo JPEGOOODOO
000000 0DO00o0dooooooooooo JPEGOOOOOODOOOOODOO
ggobboboooobobboooboobobooobboboooobbboooobboood
0000 JPEGODDOO0ODOOOODDOUODDOOODOOOODODOO 2600000
ggoboboooobobooboooooboboooooboboooobbboooobLbobooog
JPEGUDOU00O0DO0OD0OO000DDODO0O00O0DDODOO0O0NODoOooooooD 020000
goobboooobbbooobobbooobobobuoooob bbb boboood
O00000000000000000000000000000000 40% 000000
oooooooo008~0.4000000000D00DODODODLOOOOODOOOODODO
gooboboooobobboooobbooooboboooobobooooobooon



1 30

Joobbbobobobuodddd
HRERERERE

3.1 O0O0OOd

oo ooooobobobobobobbobbbbobbbobobo
00000000000 00000 maskingOOOOOOOOOODOOOOODOOOOO
ggoboboogobooboooooobboooobobobooooobooooboobooog
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
ggobboooobobtbooobobbooobb bbb bboooubbboog
0000000000000 00000D00C0000000 maskingOOOOOOOOO
ggobobooooboboooobbooobobbbooobobbboooobobod

O000000ORSAOODOOOOODOOOOOOOOOOOOOOOOOOOODOO
ggoboboooobobboooobobbooobobobuoooobobboooobbooog
000000000000 0000000000OD000D0O000D0O0ORSADOODOO
gooboboooobbtbooobobbdoodbob bbb bbb bboog
ggoboboooobobtboooobobboooobobbuoooobbboooubbbooog
ygdodooooooooooooooobobooboboboobobbobobobbbbbboooad
0000000000000 0000D00DOD0000oo0oOo0ooooDoOO JPEGO
gogobboooobobtbooobobbooobobbuoooobbboooubbboog
ggoboboooobobboooooobbooooboboboooooboooobbooog
gogoboboogobobodao

47
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O30 000000000000000000000

32 J00Oooooooooobooooooon

obooboooboooboooboobuoobob sloboobobobobobooboooo
OO00a0000mMbOO0ODOOO0ODOOODODMcO0DOOODDODMDdOODODODOD 40
ggobobboooobbbooobbbooobobbuoooobboo

321 Oa00O0O0O

00000000000000000000000000 24[bits/pixel] 0O0O0OO0DO0O
OO0DO00O00O00o0OO0DOO0Oo0oOoOOdDoDoodoOo JPEGODODOOOODOOODOO
guobbobooooobbobooouooobobooooobobbooouoobobboono
00000 AESO0O00O00D0 [29][30]00000o0oooooooon JPEGOO
0000000000000 000000000D0O0000D0Od0O0authentication and
privacy protection systemO 0 000 0000000000000 00O0OOOODO JPEG
000000 JPEGDODOOOODOOOODOOOODOOOODODODOODOODOO
ggoboboooobbboooobbooobobboooobbbooobbboog
ggobobooooboboboooobobooooboboooobbboooobobobouoog
0000000000000 ooo000oDoOo00DO0ooOoOoO00D JPEGODOOOODOO
O0000000ooDoo bCTOOODODODODOODODO DCTOOOOLOODOODDOO
000D cO0O0DOOD0DmMdOODOOOOOOOOOOOODOD

322 ObOOODOOOOOODO

OO0000000000000000000000 maskingOOOOOOOOOOO
O00000o0o bCTOOOOOOOOO DCTOOOOOOOODODODOOOoODOOO
dooooo0oooooooooooooOoCoOoOoOOoU0U00ooooooooooDooo
oooooogood

000000000 maskingDOOOODO0OODOOD0 270000 400 (Scramblingd
Erasing(] Defocusingd Mosaicing) 0 0 0 0 0000000000000 0OO00O0O0
masking0 000000000000 ODODOOOOOCOCOOOOOOO0O0O0O0Ooooo
0o0ooooooooo (R,G,B) =(171,172,163) 00D 0OD0OO0DOJPEGUDOOOO
gbogtbbgbooogbooboboouoboobobobobboobobooobuooon
OO00O000000O0OmaskingO0OOOODO 16x16000000000000000
O0000Omasking OO OOO0O0OOO0OOOOCOODOOOODCTOOOOOOOODOO
O00 DCTOOOOOODODODODODOODODOOOOOOD DCTOOOOOOOOOOO



3.2 000000000000000000000

/ (a) input part \
DR symmetric
tion
key

Monitoring
camera

encrypted

JPEG JPEG

stream stream

i Huffman o

; decode Authentication and
i privacy protection system
(b) priv§cy guc?ptlzed
i protection part _\ (c) authentication part
Inverse
quantization |«
i Inverse DCT
Moving /,/"Mqving e
i object [ object
extraction region paired
A 4 1 encrypted ""
i Moving ' block stream '.
object : ;
masking '
i key
| , :
| 1
| DCT R,
quantization !
\ / data for image : e_lectrtomc d
i reconstruction | [Z'9NaHre
: : |hash
i 1
\ (d) image 1

mqsked output part v

object | =~ Mmasked image| Water- .| Huffman

L Y ”| marking ”| encode

0310000000
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masking 0 00000000 (masked object) 0O0dOODO0O0OD0O0O0O0OOOOOO
0000000000000000000000 (moving object region) 0 (¢c) D000
gboooooaod

323 OcOOOOOOO

gogoobbbodooooobbooooouobbboooobbbooooobobooa
O0Omaskedimage 00 000000000000 OCOO0ODOOOO0OOOOO0OODOOO

DCTOOOOOODOUDODOOOOODOOOODOOOOO

ooooOoOoOoooooO0ooooooOooooooOoooooooooooon per
Oooooobooobooooobolexl16e0oooboooooooooDboboOooon
00000000 (blockstream) 0000000000000 0000000O0O0O0OOO
000000000000000000000000 (encrypted block stream) 000 O

OooobOoboOoooboooboboooobooooobOoboOoobD 3200000000
0000000000000 00000D000000(d) 000000 DO0O0UOO0O0OD
000000000000 000000oooUUo bCToooooo (Y)ooooo
(UV) 0000000000000 o bDCOO0D ACOODOODODDOODDODOOOOO
O000Do0ooOoDO DbDCOO00DDOU0OUODODOO00OD0ODOOOO ACOODOoDO
(3.1))Do0oooooo

sian2L%J 00000

acl = ooo0Oooooo (3_1)
ac googg
gogoooo

O0000aecOd ACOOOOOsign 0 ACOODOOD0O0OO0OD0OO |20 200000
00000000o0o0oUo0oOoUo0oDoUoOo(b)DOD0O0D0OO0ODOOOODOO
ooob0oobooboobobobbo 3240000000000 00O0OOODOODODOD
0000000000 bDCTOOODODUDODODODODDDODODOODODODOODODODOODODODOO
000000000000 0000D00U0O000U0O0O0DOOoOO (3.1)oooo
O000000DOo00oo0ooooooogooogooooo bCToooood
00000000 ACO00000oooooooooooooDooOoOOoOoooooDOoOOO
00000000000 (3.1)00000000 ACO00DOOoUoOoooD bCTOO
OJPEGDODODUOODOODODOO 6x160000000000000000000O0OODOO
000000000000 0000000O00000D0D0000 RSAODOOOOODOOO
ggobboboooobobboooboobobooobboboooobbboooobboood



3.2 000000000000 000000000 51

ggoboboooobboooobbbooooooooon

gobbbodoogouobboooooobbboooooobbbboooobobbooo
0000000000000000000000000000000000 (data for
image reconstruction) 0 00 [MdO0000000O0O0O0OO0ODOOOOOO

JPEG stream
(quantized DCT)
l block division block stream
& L0
7 bit manipulation D [/
e '
moving object |
region :
public ... :
key » encryption

i Y
)

]

o 7
e el
-
1
Dbt

creation

il

032000000000000000

stream in moving objct region
= data for image reconstruction
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O30 000000000000000000000

goobobooooooo
goobboooobbboooobbboooobobboooobbboooobbbooon
goooog
gobbogoobbbooobbboooobboboooobboooobboboood
gobbobooboobodoooobbooooobboooobbbbooooobboo
00000000000000000000000000000 (electronic signatured
hash) 00 000000000000 0O0O0O0O0O0O0OOOOODOOOOOdOOOOOO
gobbboooodoobbodoodouoobb oo bboboooobobboo
oo oooooboboboobobobobobbobbbbobbooooooyd
RSAOODOODODOOODDOOOOOODOOOODOOOOOODOOO0OODOOOOoooDOO
ggobbboooobbbooobbbooobobbuooooboboo

324 0Od0DO0OO0OO

00000000 0000000000000 DCTOUOO(M ODODODOOO
00 masked objectU (c) 00000000 O0OO0O0O0OODOOOOOOOOUOOOOOO
0000000000000 000000000000000 masked image0O0 000
masked image 000 0000000000000 ODOODO0O

Masked image O 0O O

(()J000000000000 DCTOOOOOOOUOOOUOODDDOODODOODOO
0000 0000000000000 0000000 maskingODOOOOOOOO
0 DCT OO (masked object) 00 000 Omasked image 0000000000000
0000000000000 00000D000DDO0 JPEGODOODO DCTODOODOO
oo

ggoboboooobooobuoogoobooooboboooooooo

masked image 0000 DCTOODODOOOOO0OODOOODDOOOOOODOOOOOOO
O0ODCOUOO0O ACOOOO00OU00OODODOOUOO0OO 2430000000000000
0000000000000 0oooooooo0o0o0o0O0O00 ACooooooooo

O000000JPEGDOODOO0OO0O000D0D0ODODOOOOODOOOOOOOOOO
gogobboooobbboooobbooobobbuoooobbbooUbbbUoog
0000000000000 00Doo00oooooooooooooooon bCTod
ggoboboogoboobooooobooooboboooobbooooboboood



3.2 000000000000 000000000
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031000000000 000D0000O00OO0O0UOO0OOO0O0UOOOLD SOOUODOOUDOD 1IDO00O
godoboOoO0O0DOxODOOoOoDOOOoO1DO0O00DOODOO

goooooo agoooon googdd
512 ~ 1023 1111111110000011 | SXXXXXXXXX
256 ~ 511 1111111110000010 | SxXXXXXXX
128 ~ 255 1111110110 SXXXXXXX
64 ~ 127 11111000 SXXXXXX
32 ~ 63 1111000 SXXXXX
16 ~ 31 11010 Sxxxx
8~ 15 1011 Sxxx
4~7 100 Sxx
2,3 01 Sx
1 00 S

0000000000000 00D00O0000000JPEGODOO Annex KOO OOO
0000000000000 0000000000 AamexKOOODODOOOOOOOO
0000000000000 00000DoOoDODO0O0O0DO0O00 3.10 ACOoOoooo
go0oooboobooboboobuoobDbooboboobo 31bo0ooooboo o
ooooooboboobobooboo oobobbOoboobUobobobDooboo
OO00000oDooooSO0ooo0ooOooo0UoDoU0 1IboooooboOoOooo
UidOxbboooooobboooobobod
@il U UL G
oo+0b0b0b0ooooooobobobobobooooooobD ipooooooboboobooboo
oboobOoboogo 10boboobo 8~ 1b000b0obooooooooobooboo
101100000000 b0 1002000000 10100000D00O00O1011101000O
ggoboboooobobtboooobobboooobobbuoooobbboooubbbooog
ggodoooooooobobobobbooboboboboboooooooooooooooood
goobboooobbtbooobbbooobobbuoooobbboooubbbooog
g0ooooO0ooobOOobOobooobOOooOo 40000 10110D00DODbDOObOOo0ODO
bbb 8~ 150000000000 b0o0oo0boobbuoobbooobuoobbooon
oboo400000000000000OD00DOobDOoDbD1010D 1I0ODDODOD 1000
goobooood
ggobobooooobboooobboooobbboooobbboooobLbooog



54

O30 000000000000000000000

goooooooboduduououododoooooooooooooooooon
00000000 200000000000000000000000000O00O0O0
O00000ACOO0O0OU0OO ee0000e 00000000000 lac >200
0000 |lec <1000000000Jec] >2000000000000000000
goddoobooooobooobouoooooooooooooboooooouooooo
gdoooooooooooooooododoooooooooooooooooon
000000000000000000U00000 (3.2)0000 ecO00O0OO0OOOOO
b(e 0,HD0DOUODOODOODO ac,y HOOOOooooogo
ac(y) = sign X (2 \‘@J +b) (3.2)

O0Olec| >200000000000000000000000000000O0O00OO
lacl <100000000000000O00O0OOOODOOOOOOO (3.2)00000
O00O0ac=00 lacl =1000000000000000000000DOOODOOO
O0000OOlec] >2000000000000000000000000

JPEGUOODUOOUDOODOUOOODOO 0000000000 0DO0AmeX KOOODO
O0000o0o0oo0o0oOoo00oooobo00oooooooOobo0o0oooo0oooooon 3.200
goooooooosbobobbododooooooooooo oo soooooooono
00000000000 {0,0,0,0,0,4)000000000000 1111111110011110 O
000000000 11111111100111101000 190000000000 {1,1,1,1,1,0}
0oooooooooo {1,1,1,1,1,4} 000000000000 0000 10000
OO0 o0l0d0bO0bOOobOOobO 0ooO0Db 4000000 100100000D00DO0O0
0 001001001001001100100 0 21 0000000000000 OO {1,1,1,1,1,4} O
{0,0,0,0,0,00 0000000000000 2100000 1900000000000
000 ac=000000=10000000000 |lec/=10000b6=000000
000000000 ooOoDU0oOooUoo DCTOOODOD 100D o00O0DOO0ODOODO
DD|aC‘SlDDDDDDDDDDDDDDDDDDDD 000 10000000000
gooooooooooooooon

oo ooooouooooooooooooooooooooon
640 x 480 0 00O 0O0O0OOO0O 37[Kbyte]DDDDDDDDDDDDDJPEGDDDD
gododooooooooooouooooouooooooooooooooon
640 x 480 000000000 DOODO 100 ~75Kbyte] 0000000 D0DD0ODOOOO
1/3~1/200000000000000000000000000O00O0O0OOOOO
g0oooooooooooooooododoooooooooooooooooon
oo ododoooooooooooooooooon



3.2 000000000000 000000000

0320000000006 0000000D0000000O0O0O0DODODODDDODOODODO 310000

ooooogo Ooooon
512 ~ 1023 1111111110100101
256 ~ 511 1111111110100100
128 ~ 255 1111111110100011
64 ~ 127 1111111110100010
32 ~ 63 1111111110100001
16 ~ 31 1111111110100000
8~ 15 1111111110011111
4~7 1111111110011110

2,3 11111110111

1 1111010

ggobboooobbbooobbbooobbboooooboooobboood
0000000000000 000DO00000DO00000D00D00D masked image O
OO00000000maskingOOOO00O0O0OO0OO 220c00000000000000
gogoboboogobbooooboobbooooboobboooooboooobobooog
0000000000000 00D00D0000D00D0 Omasked image 00000000
gobooboboobooboobobooboob 3330bu00boobobooboon
gogoboobooooooogoo

gogoboooooono

oobooobooobooobo siboo 320b000booobooonooon
go00o0o0O0O0O0OO0O0ODOODODOOOOOOOOJPEGOOOOODODDDODODODOOO
000000000000 JPEGDOOODODOOOODOOOOOOOODOOOOOOODOOO
OO0 JPEGOOOOODODOOODDO masked image DO 00000
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O30 000000000000000000000

3.3

HEN
ugn
ggn

331
03

Stepl:

Step2:

Step3:

Jogbgboogogodogn

O00000O00000O0DoOooooooo JPEGOOOOOODOOOOODO
gobboooobbboooobbboooobbobboooobbboooobooad
goobooooooo

gooogd

SO000000b0obooobooboboboboooboob ebobobOobDOoOoO

gbobodboobaobodobgoood
000000000000000000000000000 (data for reconstruc-
tion) 0000000 O0O0DOO (electronic signatured hash) 000000000
OO000OO0000bOO0000DbO00b0b000 32400000000000000
OooooOooOoO0JPEGOOOOOOOOOOOODOODOOOOO ACODOO
lac/ >2000000 Jacf < 10000000000 |ac] >2000000000
00000000000000000 |ecl £1000000000000OOO0
bobodbuoboboboboobuooboboobooboboboboan
gpobboooobbboooobbboooobbobuooobobboooobood
gboboobooboboboboobuoobobbooboobo
bobobooboobobboobooboaoo
goboboooobbboooobbboooobboboooobboooobood
gbobooboobobobobooboobobbooboobooboboon
gbobodbooboboboboobuooboboobooboboboboan
gbobodbouobobodobogd

masked image 000000000 OCOO0OOOOODOO
O0Omasked image 000 3.23000000000000000000000O
O00000Masked image 0 16 x 16600 0000000000000 (3.1)00
0000000 ACOOOO0O0000UooooooooooDoODOOOODoOoOO
OO0o0O000pooooO00ooooOooooooobCTooooooooOooo
OoO0o0ooOoo0oooooOoooOoo JPEGOOOODOOODOOOOOOOOO
ODCTOOOOOOOOOODOOOOO0OOoooooo
gbobooboobobobobooboobobbooboobooboboon
00000000000 0000000000 maskedimageJ 00000000
gbobodoboodaogn
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encrypted block stream

masked image @) from masked image
|

encrypted
block stream
creation

\ 4

(1) v
watermarked
data
extraction

electronic / data for
signatured / image reconstruction
hash /

(4)

replacing
block
stream

\ 4

(2) /

\ 4 | 4

decryption

hashl
(5)
©) hash hash

calculation

identification

original encrypted
block stream

0330000000

Stepd: OO O ODOO0ODOOOOODODOO
Step3 00000 Omasked image 000000000000 DOOOO0OODODOO
D000 masking 0000000000000 ODOOOOOOODOOOOODOO
gobboooobobboooobboooobboboooobobooooobooog
O0stepl DO0ODO0OOOOO0ODO0ODOOOODOODODOOODOODDOODO
goobooooobooan
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O30 000000000000000000000

encrypted block stream from masked image

Step5:

Stepb:

back back back masked masked masked back back
ground ground ground stream stream stream ground ground
A A A
0 0 0 v 1 v 1 1, 0 0
| : |
I i ireplace
object | original original original
——| index | stream stream stream
E .
N bits . data for image
End of block code * reconstruction

0340000000000000

03400000000000000D00DODOOODOOODODODbDObObOO
000000000000 00D000DOO0 objectindexOODOODOOOOODOO
00 10000000000000000D00 10000000 00000 masking
0000000 10OmaskingO0O0OOO0OOO0ODOOOOODOODODOOO NO
O0000000000000Objectindexd 100000000000 O00O0O
uoboboooobbboooboboooobobobboooobbboooobnoboog
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(a) input scene

(c) hierarchical structure (d) node and edge

(e) graph structure (f) result of vertex cover
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visual visual angle

angle [deg] | distance [m] | step [deg]

camera 1 15 3.8-37.8 15
camera 2 45 1.2-12.0 15
camera 3 75 0.6-6.5 30

monitoring L 2
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Observed Camera Placed | Processing
points | candidates | cameras | time [sec]

Whole
scene | 27110 185241 (60) | (100070.90)
Every
vertex 12000 128571 36 43497.50
Vertex
cover 7100 86007 29 252.58
grid interval of region segmentation 2.0 [m]
grid interval of observed point 0.4 [m]
grid interval of camera candidate 1.0 [m]
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0000000000000000000000000000 CPLEX[32]000000
000000000000000000000000000000000
042000000000000000000000000000100000[sec] 0000
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00000000000 GOOO VOOOOOOOOOOOO0O000000000000
43497.50[sec] 00000000 00000000O0 36000000000000000
0000000000000000000000000000000000000000
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0000000000000000002900000000000000000000
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0000000000000000000000000000000000000000
0000000000000000000000000000000000000000
ooooooo

000000000000000000000490000000000000000
0000000000000000000000000000000000000000
(b)O (¢)00D0D00000000000000



88

040 000000000000
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: block
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: observed area

Z : placed camera

(c) use vertex cover
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Observed Camera Placed | Processing
points | candidates | cameras | time [sec]

Whole
scene 2287 1635738 (143) | (100018.24)
Every
vertex 10748 830874 53 4909.71
Vertex
cover 6004 496496 33 784.45
grid interval of region segmentation 1.0 [m]
grid interval of observed point 0.5 [m]
(in the case of observing whole scene 3.0 [m])
grid interval of camera candidate 0.5 [m]
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. : block : observed area

: visible area Z : placed camera
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. : block : observed area

: visible area Z : placed camera
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Observed Camera Placed | Processing
points | candidates | cameras | time [sec]

Whole
scene | 7117 1089166 | (454) | (100018.77)
Every
vertex 23884 495120 123 687.37
Vertex
cover 15540 303642 81 334.68
grid interval of region segmentation 1.0 [m]
grid interval of observed point 0.5 [m]
(in the case of observing whole scene 3.0 [m])
grid interval of camera candidate 1.0 [m]
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