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Dependability is mandatory in current computer systems. It consists of 5 factors:
Reliability, Availability, Serviceability, Integrity, and Security. Operating
systems (0Ss) are crucial to achieving high dependability because they are the primary
software to manage underlying hardware and application programs (Apps).

Software bugs at the 0S—level significantly affect the dependability, and are more
serious than ones at App-level because App-level bugs affect only the App while
0S-level bugs infect all Apps running on it. OS reboots are commonly the only solution
for most end-users to recover from 0S-level bugs because neither its cause nor
recovery method are hardly determined in most cases. 0S reboots are also used for
0S-level bug fixes to launch newer OS instance.

The restarted App loses its context, such as its register values, process control
block, and user—space memory, on the rebooted 0S. Checkpointing is one solution to
keep App’s context, but it causes tremendous runtime and memory overhead to take
checkpoints continuously to prepare for occurring failures in the 0S. Moreover, the
restarted App from checkpoint does not have the latest status in most cases because
we cannot take App’s latest checkpoint just before the failure. We need to redo the
execution to the point manually and carefully. Dynamic patching overwrites running
0S execution flow to apply the OS kernel updates. However, it is mainly limited to
small code fix because not all updating memory objects are definitely and




automatically solved.

This dissertation introduces Essential Context which has the latest status of the
running App process, focusing on the fact that process, the abstraction of computer
resource, has almost unchanged in decades. With Essential Context, we can restart
from the App context just before the fault. Based on the concept of Essential Context,
we first introduce ShadowBuddy, a technique to create Essential Context outside the
untrusted 0S. It protects the user space memory of the target App from illegal kernel
writes to preserve the intact memory context, and monitors system calls executed by
the App and device I/0s conducted by the 0S to take running 0S status from outside
of the OS without believing 0S kernel memory objects. The rebooted 0S can restore
the App status just before the OS fault from Essential Context. Dwarf, presented
secondly, is an optimization of ShadowBuddy for OS kernel updates. Dwarf constructs
Essential Context from memory objects in the OS kernel. When updating an 0S kernel,
we trust the running OS status because it is conceivable that there is no failure
in the 0S. Essential Context keeps the latest running App status, so that we can run
Apps even on the untrusted OS.






