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O 4.7: CPU cycles on each Hypercall

CPU Model(Release Year) \ Cycles \ Reference
Intel Xeon X5550 @2.66GHz (2009) 961
Intel Xeon E5-1620 @3.6GHz (2011) 765
Intel Core 17-3770 @3.40GHz (2012) 760

Tntel Xeon E5-1650 v3 @3.5GHz (2013) | 540 | Hyperkerel [80]

Intel Core 15-6600K @3.50GHz (2015) 568
Intel Core 17-7700K @4.20GHz (2016) 497

AMD Ryzen 7 1700 @3.0GHz (2017) 697
Intel Xeon E5-2630 v3 @2.4GHz (2014) | 1,188
AMD ARMvVS-A @2.4GHz (2016) 2,729 NEVE [94]
Intel i7-6700k @4.00GHz (2015) 631 MemSentry [56]

454 TCBUUDO

vMMUOOgoooog TcBUUbonogoooobooouonoobobobood
gogostbuooovvMibooooooooooboboboboooooon
XenODUOUOODUOOOOO XenDOOODOOODOOODOOODOUODUOUOUNOVA [43]
ggbbbuoogoobbovvMmMiobooooooooobooo

455 vMMUOUOOOOOO

VMM O OSO0OO0OO0OO0O0ooooouoooooooboooooooobbn
0000 RootHammer [109] 000000000 VMUODODOOOODOOOO
OvMMUOOOOODOODOODODOSwapand Play [110]0000 vMMO OO OOO
goggobobbooboboovvMbououoogooooooovMuoooggg
g vvMMUOOOoOoOoDooOoODoOoOO004dodd ReHype [111JOVMMOOOOOO
U0 Rollback O OO NiLiHype [112] 0000000000 ms 0D OO0O0DOO0O
%%0 000000000

456 vMMUOUOOOoooooooogd

goovvMMbOoooooooooboouoboooobobooobbooooboo
Odd%»b000oooooocpPubgononoooooononDn VMExiYVMEnter O
gboooooobooboobobuo47000000000000O00¢0O Hypercall
gbogboceugoboboooooboboobobooooboboobobon
gobooboobobobobboobooobg

gboobD vvMmMiOoooooooobooboobboobooboooobo
oooooooobDbO Isolationd VMM O OO OSSO AppU0 oo
00000 Layered KernelD OO0 VMM UO O UODOO Library OSOD O D OO OOODO

58



ShadowBuddy 0 OO OSOUOUOODO0OD0OOO0DOOOODOOOLightVM [95]
U000 Container O OD OO VMMOOOOOOOOOOOODOO

59



(150 Dwarft

gbhobooStbooboobouonoonoob AppLOb0ODbODbDODODODLO
DwarfOOUODOO0OOOO0DOCSOODOOODOOODOODOOODOOLOOODLOODOO
googoSboobobooobogAppbiOSOO0ODOOOODOODDOOO
gboggbgobobbobbooboobuoobuooboAppUboonogon
gogbobobbooooobbobooogoboobbbodgo Appdbboog
gogobbbbbbuodooooobbbbbbouooooobbobbbboodao
gogbbAppLOooononon

510 OO

oSudbodbbuogbobbooubbtdAppbbgobboobbogon
gboooboobdbwartODOOOO0OOODOOO

e JOODODOSOOOOODODOOO: OSODOOOOMO Dynamic Patching [ [
msOJOOO00OO0O0O0OSOODOO0O0DO0O0OO0DOOoOobOOooooooooo
goooooooopoboboobooooopoboooobobooOoobooOoo
000000000 0D0O0000D00O00UODynamic PatchingO OO DO OO
OO000DwarfOOODOOOOODOOOOOODOCOOOODOCOODwarfO
gooOooboOobooSOobOobOoooobobDobobooboboooo oS
gbopboOoooboooobooooStuuuonooooboooooboo App
00000oO000ooo00ooo0ooDoOooooooooooooog
goooO0obOoO0ooOoOoo0obogoobooooboOooooobooboooDbooo
goboOobooboooSOUoobooobooboostobooobooooboo
gooboboo0obooOooooobbooobooboo

e AppUIID0O0O0ODOOOOODOOOODOOODOOSOODOODOOOD App
gobboggbsgobbogobbooobbboonobobooobon
gbobobobobobobtAppgboooooooobonDcpPUl
gdodoooooouooooooboobbob Appudooooonoon
gbogoboboodobbuoobobuooboobboobboobooobn
gobogoboodbboobbuboobbuooboboooboboobon
goboobooogn

60



e JOOOSOODODOOOOO: DwarfO OSOOOOOOOODODODOOOO
0000000000 000000 Monolithic Kernel 0 Linux O O 0O 0O O O
Linux OO OO OO Monolithic Kernel 0 DO 0D 0O 0O0OOOOOOOOO
ogoooStudoooooooooooooboooooooooobooon
gooSOuobooooooooooo

e JOOUODOODDOODUOOLDOODO: DwarfOOOOODOODODOODO
goboobooOoboobooooobooooboooobboobooobooboo
U 0O 0O O Process Migration [1 VM Migration ] AppU 000040 dooon
gobooboobboooboooooboooobooobooooboobooo
gobooobooboboboobooooooboooODbwartd oo
gobooboobooobOoobooooobooboooboobbooooboo
oooooobooboooooboDbwartd0OOD0OOO0OOOOOODOODOO

gbooboobobbododbwartUO00OODOOOOODOOO

e One-time Checkpoint/Restart: 00000000 OSOOO0OOODOOOO
O CheckpointO OO0 O O0O0O0OO0OOOOSO Restart DO DOOSOODOOO
UO000O0D0DO Checkpoint/Restart 1 D D O OO OAppUOO0ODOOODONO
000 0O Essential Context J 0 00 0O 0O O

e Background Boot:
e Attachment-pipelining:

DwarfUO DO OO OOOODOOEssential Context D O OO AppU OO0 O OO0
goSOOooSUbdbDODbOd Essential Context OO OOOOOODOO VMMO
000 ODwarfUDODOOODOODOOOO Linux 2.6.39.40 Linux 4.1.60 0 0O
Xen4.5.00 0000000

52 00O

oSUbiobOobbO0bOd0bOO0bODnO Essential Context 0 O OO OO
gogobobobooooobbo20bboboroobooStuuggoooosbood
gbobobobobobobobo20b00 Appdbgoboboobgonbonon
O0000000bO0Ob00OO0O0OOEssentialContext D OO O0O0UOOOOODOOO
ggbbobuooobobbooogn

gobobogoooSbuoggoooogoStobooobbodgrronood
gbodgbuoobobboboobuodobdod vMMvMO vMOoouogooood
googboStudbobbogubobobobboobuooboboSbobogod
gobogbboobobobboobobobobobolgobobooobooooo

61



Downtime

OS reboot
for kernel update \ //\

9‘o @ @ o o o >aaummmupp-
Service is Applications  Kernel shutdown and boot Applications Service starts
running on shutdown boot on updated kernel
older kernel

(@) Conventional OS kernel update

Dwarf starts Downtime
for kernel update \

% 77N
Service is ' @gg Service starts
running on . on updated kernel

older kernel
Updated kernel Migrates running
boots in background states and switches
devices

(b) Dwarf-based OS kernel update

OS5 L:DwarfU0 0000 AppU O

gboogbgobgobooSbobobugbduoboooooboboboboboobo
gooobgoosubobobobouoobooobboboboboobooobobo vM
gboboboooogooodgvcpooooooboboboobobd VMM
gboooopoobooboboboboosbubobobooooouoboboon
ostobobuoboboboooboobooboboboooonoAppdbOnDOn
gboobuoobooboobobbobboo

53 OO

5.3.1 OS Update Flow

oSUbbobobobbOooboobobooobbAppbbOoOSOODbOOODOOO
gooooSbubbAppOIOODOODODOODODOODwWarf 00O
s100000App0 00000 O0OODODDOOOOOOOSOODOOODOApPP
O0000oopbDO0bO0obo0oooobDu AppO0bobobobooooboDOobDODnO
gooStobonoAppUdnogonoonon

000 bDAppOO0D0OOODOOODO One-time Checkpoint 0 O OO OOOO
oSOO0O00D0O0ODO Background BootDOSO O OO ODOOOOOOOOOOOO
00O 0O Attachment-pipelining 0 0 O 00O 00O O

62



5.3.2 One-time Checkpoint

gbooogbooooSt AppU 000D DOO0OOLOODwarf O Checkpoint/Restart
gboooobooboobooSOoobuoobobuoobboOobobOono AppO0O
gbogboboobooboobooSubobuooboooSbooboooooso
000000000 00bOO0bOO0bOO0bDO0obOO0obO0bODOobDOooDOobDOobOOooDOn
o000 Checkpont DO DO ODOOOOODOODO Checkpointl] Recovery U [ 0 [
O000bDO0OobOonO Checkpoint/Restart D D 0D O OODO0OOO0OOOOO

CheckpointJ AppU 0D OO0 UO0OODUOOApp O ODOOOOODOODOO
ooodoUODbwarfOO OSODODODOODOODOODODOOOODODODOAppO CPUO
MemoryU /OO DO D OO OO OO Essential ContextU U0 OO OODOOOOO
goooboocpboobobbooboooboob IDobbooboooog
gooboobooobooobooobooboooboobdOMemory OO OOOOO
g00o00obO0obOO0bO0bOobO0obO0bOobOO0obDUObDOobOOooDOobDOoboooOO
gooborroboboobogbobobobobobobuoooobobobon
gO0b0bOOO000O0o0OO000O0o00obOOo0obDOoOobODOoobDoboboOOobOoDo
gobobooboooboooobooooboooboboooobbooooboDooDbOoOoo
o00obO0obOooOoO0oobO0obOobOobbOOobUObDOobOOobOOobDOobooobDO
gobogboobooboobooboTceobbobbobbOobDbOO0ODbDOO
gboobooooob AcCKObogoooboooboobooooooboboooo
gooogosStubobobuoobobuotbwarfO000DODOODODODOO
O0o0O0ooOobOobooooog

oSUubbobbOOobbDbDOOn Essential Context U U U 00O 0O OO ODwarf
O0oobogon CheckpointD OO O OOOOOOOO

e JOODODDOODODOOLOOODDDOOOOOO: ABIODUOUOUOOOOOU
gogobgbooboStboobuooboboobuooboboobon
gbobogbugoboggbbuoobbuobbuooboboobobooobon
U O_RDONLYD OOWRONLYUO O RDWRO O OO OApp U DO OODODOO
gobbuogdgbobobuogobbobogoboSstuggbnooooooo
gbobuooboboodbbooubbuoobbuoobbooobobodobn
gobboggbobbogobboooSubnbuougoboboooooo
gbobooooooooooooooooooobobooboTepond
gogobobobACkKudogdogooboogoooboobooogoboo
gboboobgoobobbobooboobooboSbbooboobon
ggooobod

e JUUODLOUODUOODLDOUOUODLDLOOLDLOUODLDbDOOL: OODLOUOO
gboooboooboooShudobobddn Essential Context U 00 00
00000000 OEssential Context U DO DO O0ODO0OOoOOOoOoOO

63



gooSuboobooooooboobooooooboobooooooobooosg
gboogboooooStuubobooobuoobboobobooobooSsooon
gobobooboAPIDODOODOOOOODOODOLOOODODDOO
gobooobobooboboSOUdobOoobbOOl Essential Context
gbooooooooooooooooooobooboboobobooboos
gboobobooobooboobooboooSuubuoobbooboooobon
0000000 Linux 2.6.39.40 4.1.6 J O U struct dentry [J struct inode [J
gbobobobobobobobouobobbobchardDooooooon
goooStbooboooooobobooboooooooon

5.3.3 Restart

0000000 oSO Essential Context VMM UO OO OOOOOSOODOO
gbooboobobOodbOdRestart 0000 ShadowBuddy DD OO OO OOO
gbod43.600000000 AppO0D00D00ODOODOODOOOODOOOOOO
ggbobobooogbobobodo

On-demand Page Table Recovery

AppU 000000000 DOOOODOOODOOOODOOODOOODOOO
O0000oDOoOOoU0ooOo0obobo0AppO00DOO0ODOOODODOOODOOODO
goobobooooooooobooooobooooboooooooon AppOd
gbobobooboooooobobobobooboo0l mmapD 000 OO Dwarf
gbooobobooboboboooboooobobooboboboooooooboOAppd
gobooooboobooobooobboOobbOOoobobooooobOoobOoobDOoo
gobobooobooooboooboooooooooboooboooboooDo
OO00000O0O0O0b0o0bou AppU00D0OODOODOODODOODOODOODOO

gbooboobobobobooboooooobobooboboobobobobOoD
goboooboobob AppibobobooboboobboooboovM
Migration [0 Post Copy (78] U0 U bubblingU U OO DO DOOOOOODOOOOOOO
goboo0ooboobobooooooooobooOoobooobbOooboOooDo
gobobooobooobooobooobooobbooboooboouobDDwarfO O
gboob00ob0ob0obOobOobOobDobDOobDOoboobDOoboDOooobDoooooO
gboooooooooooooboobobobobobooboo AppO0nonO
gooooooobobooooonog

64



Process

3. Tags process

1. Extracts to restored PCB.

; Updated
essential
Kernel el U U ssentia Kornel PCB

CDwarf Hypervisor _> (Dwarf Hypervisor :/1 Reconstructs

2. Preserves user | 2. Remaps PCB.

memory region. . preserved region. !
User-space User-space
Memory Memory Memory Memory
(@) Older Kernel (Source) (b) Updated Kernel (Destination)

0 5.2: Zero-copy Memory Recovery U 0 0 00 00O O

Zero-copy Memory Recovery

goooogobooSuboboboboStuboboooouobgobobobobd
AppUbD 00000000 0ODOOO0OOODLODbDOLODLDODbDOOOSs2000000
gbobobobobobobgoboooooSbobobobuobonoooon
gbobooobobobooSubobobobuoooobobobun Dwarf
O00000ODwarfO CheckpointU D OO O0OO0OOOOOOOOOODOOOO
gboobooobogoooStbuooobuoobbuoobboobbooboooo
gboboobgoobobbobboobooboobooboboboobo

gbobogoobooooSuubobuooobbuoobobooobobooobobg
goooobbooobbooobboobobooobbosbuooobboon
gboooboboboobooboostubuobooboboboobobobon
ostoodbobobuoobobobuobbobboboobobobooogb
goobobbobbouoooooobobbobboooooooobboboobobogd
gbgoboTBOOO0OO0OO0O0O0og

One-copy Memory Recovery

U 00O Zero-copy Memory Recovery U D DO OO0 0O OSOOOODODOODOONO
obobboooobobooobbodShadowBuddyUOODODODOOooooood
gbdobobobobobooboooobobbooboboboosoooooon
goboooobooovMiObOooooboooboooboooboooooo
oSUfdfiboooobDboopobooobDboooDbooobDbOoooDbooon
gooboobooocpbUbboooobbbooooobbboooobobboo
0000ooooooobobobobobobboooooooocpubooooooboooog

65



00oooooobooboo1gobooooboobooooboono TLBO OO
0000000000 bO0obOOo0obOo0obOooooobooboooDo

ceuOUOO0O0O0ODOO0ODOODOOOCPULDOOODOODODOODOUODOO
000000000000 TLBOOOOODDODODODOODOODODOOobDOobOOoOooo
04KBOUOODODODODOODOOOOODODOODODODODOOOODOODOObObDOn
U Zero-copy Memory Recovery U U U OO OOOO0O0O0OOODO0OO0O0OOOONO
OAppU000O00O0OO0O0OOOOOOO0ODOOODOO

000o0obooboooooo App00oooobobobobbobooboooos
Ob0ooboooboobooboooSUbuouobuouobuoobUubobuUDbwarf
000000000 00ogd HypercalDODODDODODODODOODODO AppOdd
00o0ooobooob4kBO0O0O0O0O0ODOODODOODOODDCPUODDOODOOO
Oo0o0ooooTLBOOOODOOOODO0OODOO0OODOO0OOoDDbOOo0OboOonD oSy
goboboooobooooooooooobobboobob oSuoDooooon
gooooboogTLBOOOOobOOooboobboooboooSbobooooonoo
goodobobooobooboobuodoboobooboobooooTLBO OO
ooooooooooo

5.3.4 Shortening Downtime

U000 AppUU0DO0O0D0OO0ODODOODODO 200000OBackground Boot U
Attachment-pipelining [0 O O 00 O O OO 0 Backgroud Boot [ App [0 Checkpoint U [
gobooboooooooooooSuboooboooobooboboooooooDn
00000 O0D0OD00O0Attachment-pipelining D00 000000000000
goboobooooooboobboobooobooboooooSuooooooooDo
oo0oooobooboooooog

Backgroud Boot

vvMO4OOooooooooooooobobooobooosubobouoogonog
gogobbbbbbuoooobobbbbbouooooobbobobboboago
gbobbobobooboboboboStuoboobobobobuoboboooon
gogobbbbbbuooooobbbbbboouooooobbbobbadao
gbobobobobobobouobooouoboooboobobobobobbs3n
00 OoSOD0O0DOBackground BootJ D DO ODOOO0DOOOOOSOOOO
goooogo

gooosbuogobbuooobooob vvMuoooogoooboobo
gboboooboooboooboobl XenOOgobooSOUooooooono
gboboboooovMobogboobobogoooSbobobobobooboon
gbhobooobobgoobooooStubobouoobobuobobobobooooso

66



Process 1. Triggers dwarf-based update. Restored Process

( User-level )
module

Linux |

( User-level )
3. Tags dummy __Mmodule

processes
to restored PCBs. Updated
v Linux

Kernel-level
module
]

A

PCB
Y

Kernel-level
2. Extracts essential module

part of contexts.
L) L) L) L)
Xen Hypervisor

AL Xen Hypervisor
minln Hypervisor-level ‘ VP mm! Hypervisor-level
module 3. Launches module
4. Preserves essential values. updated kernel.

. . .

5. Detaches 1/0 devices. 1. Detaches I/0 devices.
l NIC Disk l NIC Disk

Dom 0
__Kemnel
Dom 0

PCB
2. Reconstruct PCBs
from stored context values.

Newer Linux

[Sp—

4

(a) Dwarf-based update is triggered (b) Switch to the newer kernel

0 5.3: Background Boot [ 1 OSO O AppU O

Background Boot D O OO OOOOO NFSBootUD OO DOODOOOOUOONESO
gobgoStbboobbgoooboobboobboobo vMuoobooono
gbobodgbobooooobooStbugbnbuoobbooboobuoobobo
gbobogoobogogosuubooobooceugobooboboobboon
ggboobuoogobobuooooboboogd

Attachment-pipelining

gobobOo0oobooOoobooStoogboooooooooooboboobooooS
goooOoobooooOobooOooooooooOo0ooDooboobooDoOoo
00000DOOo0o000ooo000o0oboooOo0g0gggoooobooo
goooooO0ooOoOobooOoobboOoOobDoOoboooooboboooo

0 5.4 0 Attachment-pipelining 0 NICO OO OOOUOOOOOOOOOO4OOO
goooooooooOoobbooooooOoOoooooboobooooooooooo
OO000000O000O000O00oOo00oo0ooooooooooooooooo
goooOoOoboooobOoOoooooooooobooSOoboooooooobooboooo
O0000o000ooo0o00ooOoO00ooOoO00ooOoOooooooooooooo
OOoboO0ooO0oboboOoDOo0obOobDoOoDoOoboOobooooOoobOoDoepcIoO
O0D0000O0o0oOoOogbiskONICOODODODOvMMOOOOOOOoOOooDOO
000000000000 Virtual Disk[ Virtwal NICOO OO O OO O OO O Disk
O0O00DbO0o0o0OO0oOOoNFSOObOObOO0ooOoboooDoboobooooDo
OOoO0opDOoOoOoooSOOoOoOoOoDboOoOooSObOOONDO Essential Context [
O0bD00obOOoooooooooTepiPOO0DOOOODO AppUOOOOOO
Ooooooooo0oOoobDbO ACKOUOODoOOooooooooooobboooo
oooood

67



2. Detaches Disk while
process is being restored. ‘I

[ 4

2. Detaches NIC while
Disk is being attached.

Updated
Kernel
Updated
Kernel

Kernel Kernel

(Dwarf Hypervisor / ) (Dwarf Hypervisor 1. Attaches Disk. / )
NIC || Disk Usi;'esrﬁéoe NIC || Disk Usi;'fn‘:_ace
1. Conducts zero-copy
process migration.
(a) First Phase (b) Next Phase
0 5.4: Process Migration [J Attachment-pipelining U O O O [J
O 51:DwarfO0 0000
Host Guest
CPU Xeon E3-1240 4cores 8threads 8vCPU
Memory 16GiB 12GiB
Disk 500GB HDD 240GB SSD(PCI Pass)/40GB vDisk
NIC 1Gbps 1Gbps(PCI Pass)/vNIC
oS Linux 3.10.7 on Xen 4.5.0 Linux 2.6.39.4/3.18.35/4.1.6
54 OO0

DwarfO OO OOOOO OSO vMMUO OO OO OO OO ODOO OOne-time Check-
point/Restart J OS U O U O 0 0O OLinux 2.6.39.4 0 2719 0 U Linux 3.18.35 0 Linux
4.1.60 2714000000 0O 0O 0O Background Boot I Attachment-pipelining [J 0 [J
vMMUOOOOoooooooooooogosoooooobooooog

Dwarf 0 AppU 00000000 OOO0ODOOOOODO AppOOODOononOGd
goooboobooboboooobooboobobos40000

541 0O0O0OOOOOOOO

App O Checkpoint/Restart 0 00 App0 000 0000000000000 00
App00000000000000O000O0000O0000O000000000
000000000000000000000000000000000000
01006400000000000 1KBOO 126B000000000O0 10
040000000000000001004000000000000000000

68



180

180 —
5150 Save —— Restore :150 Save = Restore
% 120 & 120
E 90 % QO |k [
£ 60 E 60 10
) r rrrrr = 30 i—l rrrrrrrrrrrrrrr
0 o I o i I o R ,_“ | 0 [ |_| |_
1 2 4 8 16 32 64 1K 100K10M 1G 2G 4G 8G 12G
# of Processes Memory Size [Byte]
(a) Process Generation (b) Memory Allocation
180 180
§150 Save ——— Restore §150 Save —— Restore
»n 120 »n 120
% 90 % 90
£ 60 £ 60
F 30 [ | = 30

1 | | | I []
1 10 100 1000 2000 4000
# of Opened Files

1 25 50 75 100

# of Opened Sockets

(c) File Opening (d) Socket Opening

0s55:000000000000000 Checkpoint/RestartJ [0 OO

0 0O 0O O Checkpoint/Restart 0 0 0 00000 OOOApp O Checkpoint U O O 0 [
O0ORestart OO O00O00DOOO0OOODOOOO0ODOODOOOOOOOODOO
gostubobgoStodbd Lmmux26304000000000550000
go0oO0o00oobOoO00obo0obbo00oboO0o0oboO0oobboOouobboOooo
goodbdRestart OO OO0OOO0OOODOODOOOODOOOODOODOOSOOO
gooooobooobobooboboooboboboobUobAppd Restart 0 00O
OooDOoDbOoO0o0obDOo0ogbbObRestart D000 DO OOOODOOOODDOO
O000000D00O00O0b0O0DbDOO0oSO Essential Context OO0 O OOOO
O0b0o0oobbo0o0obobO0oobboO0o0bbO0o0bO0ODO HypercalDOO OO
vMMOOOOSOOOO0OO0O0O0O0O00D0ODOOO0DDOOOOCheckpoint/Restart
goooboooobobooooboobooboboboooboooooboooo

542 0O0O0O0OOODOOOOOOO

Background Boot [J Attachment-pipelining 0 U 0 OSO OO O0O0ODOOOOO0O
OO0 App0 000000000 O0ODOOODOODODOODODOOOOODOO0ODOOO0
0000 Linux 2.6.39.4 0 0 DiskO NIC O O O PCI Passthrough 0 0 OO0 OO0 00O
ooooo

gse0d00d0b0ObO0oOonoooboOobobDO2esecbnooboonOg
ddoodgdbwarfUOOOOOOO SsecO0OOOOOOOODODODODOPCT
PassthroughO O OO OOOOOO VMUOODOOOOooSOoooooooooo
00o0o0oboobooobooooboooboobooboooobooooon

69



=)

[}

U) L] L] L] L] L] L]

‘© OS Reboot —— Dwarf

E 1 25.833 25.977 26.047 26.802 27.956 26.811

= M F s A U o S o L AR e

=S R R R I SR D DR R T R A N R

S 0.81 .

o L 1 1t 1 1 1 1

< 0.6

RO4AF1 ool sl Eool Eosl kowsdl e

= 4.945 5.131 5.141 5.020 5.707 5.061

021 71 - Sl IO e i A e it N Ry

S 0

3 matmul  grep tar apache MySQL memcached
Benchmarks

OSse6e:DwarfUDOOO0OOODOOOOO

)

(]

(7)) T T T T T
g E'%g OS Reboot C—— BGBoot/Attach BGBoot/Zero-Copy C——3 All-onl )
NE F T T
CEEY | S — I I e S i  —
£ 50.6 Py I & sl B o i B B =S I I e Il B =TT
o = 0.4 - mEEEEEEEE RN SR
z S O.% """""""""""""

5 matmul grep tar apache MySQL memcached

Benchmarks

gs7oo0dbooboo/uobooboboboboooboooboon

gbooobgboobooboobobbooboobobboobOod ssechdd
gooooon

U O Background Bootl Attachment-pipelininglJ Zero-copy Memory Recovery [ [
goboboooobomUuobbDode)Background Boot Attachment-pipelining
goO0bO0bdDod@)Background Boot U Zero-copy Memory Recovery U 0O O 00 [
gobod@3obooboboooboboooboobobooboboobobobobon
gos70b0bbodbboobboobooobuoobbodobb Background
BootUOOODOOODODOOOOODOOODODO O O Attachment-pipelining [
Zero-copy Memory Recovery 1 L U U OO OOOOODOOOOO0OOOOOOONO
gboooboobobbobboobooobouo Appdbooooboobon
goooboobobbobbobooboobooboobon

70



=500 ; ; ;

Q
?"; 400 Dwarf Downtime == ---"7""7"77mmTmmrommsmom oo oo oo

w 1
=300 [ e

S
g200 OS Reboof 7 DB Cache |
Warming

0 10 20 30 40 50 60 70 80
Elapsed Time [sec]

0s8: 00000000 App0Oonoon

543 Appl 00000000

DBMSUOOO0OO0OOO0O0OO0OO0DOOODODLOObOOODBOOOOOODLOOO
goooobpBMSOOOOoOoOooOooboboobobooobooboMySQLO OO
gbobboobobbodbbuoooobobbobobbuoobbooobboo
gbobobobobboboboboobobobobodbwart oo
b0 MySQLOOODOoDOoooboobouoooobobobobobobobon
gooobobobobouobooboboboobd Sysbench OLTPOO DO OO O
gboobgliGbpsO OO0 OOOODOODOOODODOOD 8,000,00000 SELECT
ggboobooon

Os580000000000000 DwarfO SsecU00O0OO0OON 30sect 000
gboboobobooboboMySQLOooooouoooooboboooon
go0obobOoooooobooboobooobODbwarf0DO0O0O0OO0ODOOOOO
gbbuogbbuogubugobuooobogbooobobbuoobbaooo
gbooobgobobbobboboobod

544 OSUOOOOOODOO

Apache Web Server U 0 U O O 0O 00O Linux 2.6.39.4 0 0 Linux 3.18350 0 O
gboobobi0b0Lmuxd0ooogoooobobobooouobobooobon
rouooboboobooobobooobbooobboobbOdO ApacheBench O
bOOwebOUUODODO GETUOODOOODODODOOOOODOODOOOODODOO
gboboooboboobuoobobod PCIPassthroughO OO OO OOOOO
gogbbboogdgbo

goobosotboouboobobobobobuooooboobobobonbg
googboboboodd3secd 00000000 Apachel 000 2.13sec 00

71



3000 T T T T T T

1
Dwarf

Reboot Downtime = 31 sec Reboot

2500 [ « B .
2
O 2000 [T T T T T S AT R T T -1
o
o
= e -
5 Dwarf Downtime = 3 sec
> <>
© 1000 [ T T e e 1
= on Linux 2.6.39

1571 2 e | e At -
0 L 1 L L L
0 10 20 30 40 50 60 70 80

Elapsed Time [sec]

059 0S00000000O00 ApacheBench OO OOO

goboooooTceOOnOOgn 1secd3secl .. 000000000 OOOODOO
O00000000O0o0obob20b0000000b00bDUAppOODODOO
gboooboobobboboobuooboobuobh Linux 2.6.39.4 0 O Linux
4l1e6e0000000D00OO0ODO0ODOODOLDODOOODODOONCLinux 2.6.39.40
U000 Linux3.18350 0000000000030 0000000DO0O0OODOO
gboodbooboboboobooboooboobobobooobuobol Dynamic
Patching OO0 OoOQ

55 U
551 O000O0OO0O0OODOOOO

gbooboobooobooobobobobOobobUODwarfdOO 2secOddng
gooobooboood2secdbdboobogoboboobobobbbobon
gooStdbooobooooooStuboubboobonooboonoobonoobo
goobboobobbobuoddgooobuooooooobbbobbboouagg
gobbobooobobobooooboo

gbooob1rBudogooboobobboboooboobooobuoonbg
goooobDApp00O0D00O0OO00O0ODODOODODO0ODO0ODLOOODwartd O
Ubooboooboood AppUO Checkpoint OO OOOOO0OODOOOOOO
OooooDO0O AppOD0DO0O0O0O0O0ODODO Checkpoint OO OOOOOOOO
goobbbobbbuoooooobbbbbouooooobboobboboodgd
CheckpointU D OO OO OO0ODOO0OO0OO0ODOODOOODODOOOOLOOOODO
ggbbobouoooobbodao

72



56 000

goboooStooobooboApp0bO0ooOooobbOOobOoOobOOoOn
000 Dwarf 000 OO 0OOOBackground BootD AppU 0000000 OOOO
gobooooStbuboboobAppOObDoOSOOOOOOODOOOOD3000O0O
gbobobobobOobOobdbdAttachment-pipelining D 000000000
goboooobooobooobooboboobbobobooboooboooboon
gboobuoobooboobooboobooboobodn pCl Passthrough
O0b00oobogbssecOD0O0000ODOOODOOOOODOOO 2secbOOnO
gbhobooboboboobobooShooboooobobdnOd Essential
ContextUO DO ODOOOO3000000000000000O0O0 AppO0O0OO
ooooooboboooog

Essential Context ] OSOUOODO0DO0OOOO0OOOO0OOOOODOOOODwarf
oboob0oboboboobobOobUobobobUobooboDOonD bwarfO OO 0O
oStUboobobooboobobbobooboStObuoobuobobobnooo
00000000 Dynamic PatchingO DO OO0 DOOO0OOO0OOOOOOOOOO
O0000oOooOoDbOonoO

73



el OO

6.1 U0

0o0oooboboooboooooboooSuboooooooStobboooobooo
goboooooobooboboboooobooboobobboobooobobobo
goo0booobobooobobooobuooobooobooooobo cpuboog
O000000oboOopoboooSUU FaiweeOOOOODOOOODDOODO App
gooooooooooSbOoo0o0uoooooononobDO FailveD OO OQOO
goooSbOuooboobooboobooooboobooosuobooobon
00000000000 App0O000O00D0O0DO0ODOODODDODOODO

O0000oobobodAppO00OD0ODOOODODOOSOOOOODDOOODODO Essential
Context OO OOUOOODO OSO Failure OO OO OOOOQOOoOSODOOOQo
000oo0oob0obooobobooooboooSUbobobunooUndFailure
gooooobobooobboooStubobodg AppO0O0O000oUoooog
go0oooboobooboboobuobobAppbO0ObOO0DbOODDOO
gooboboooobooSbuooouobobooooooo

ShadowBuddy [J Dwarf [J U0 O [J O 0 O Essential Context ] VMM U O U 0O O OOS
ooooobobbbbbtbooddooooooooooosSbO Failured OO
o0ooboooooobonD VMM OO App O 0O OO Essential Context U U O [
goboooobooooSubboobuooobuooobboobobuoooboobo
gooobogoobooon

OO0O0D0O000 Essential Context U JOSUO OO O OO Failured OSSO O OO
gooobobooboboboobobooboobobooobooboboobbooo
0000o0bo0obOoobobOoobOoooboobOooobooobooooDoon
gooSUb0Uubd FaimreUOODOOODOOOOO AppO00 00O OO Failure O
Uoobobobo00oodobobobbb0ooouubbUFaivred 00O OOOd
gboboboobooobobobobooooobooooSbobooboobobo
00000 AppO000000OO0O0ODOOO0DOODODOODOOOOOOOO0ODOOO0
O000obooobOouobDDbwarfO0 AppOO0O0D00O0O0OOOODOODODOOO
U0 2sec0000000O0OOOOOOODOOOSOOUOOOODODO N0 OO0
goooboobooboobooo

74



62 U0OOOO

621 0OODODOOO

Essential Context U O OO ODO0ODOOO AppU 00000 OOOOOOODOO
goooSbOooooooooboboooboobobooobobuobDooooboon
Failure D OO0 AppU 00000000 D0OO0ODOOODODOOODOOOSOO Failure
000000000000 00000DO0D00 AppOO00ODOODOODODODOO
obooboobobobobobOobOobobooDooobooooboooooon
O000000O0bO0obOobooon

Malware U OO OSOUOOOOOOOoOSUO0bDUOonoooboooboonDg
gboboboooboboboooboobobobooobooSoubobuooboon
O00000O0AppUOO IsolationD O OO OOODOOOOOOOOAppODODO
O00 Malware U D OO UODOO0O0O0OOOO0O0OOODOODOOO Sensitive Data 0
gboogbuogbogbggost Attack Surface 0D OO0DO0ODOO0ODOOO
ORootkit DO D OOODOODODOOORootkit OO OSO AppOOODOOO
googoboAPIDDO0ODOO0ODOOD0ODO0O0 LimuxODO 3000000000
gboboboboboboboooooooboboSuboobouoboDooooon
gboobooboobobobobobOoboboooDoboobooooobooLoooO
o0o00o0oobOoboooooo

ShadowBuddy [ EPT-level Protection J U 0 OS U0 Failure D OO OO OSO O
O00000DOO0b0Oo0O AppU0000O00ODOODODOOODOODOODODODO
gooooooobgEPTUOOLOOOODOOSO AppDOODOODDOO
gooobooooboobD MalwareDOODOOOO Appd0oooonoon
oboobooboobobobobOobobobobDoboDoboooooooboooon
o00o00obO0obOO0bOobOOobOOobOOobDOobO0obDOobOOobOoOooobOOobOobDo
gbooStboboboboooooobooobob MalwareDOOOOOOO
gbobooobobooobooStboobobuoobobuobobobOn Malware
oooooobooooog

6.2.2 FailureJ AppU0 000000

OSUOD Failure DO OO OOODOOO0OOSODOOO0ODOODOOODOODLDODOO
googoobobboobbboouobbboboooooooboobbbooogagd
gobooboobobooobooooSOUbbudn FailmeeDOOOOOOO
gbhobooobogbgooSbooboobobooboboboStoun Appod
gogoboboooooobogo

ShadowBuddy U OO OO OApp O 0 O00OO0DODOO0OODOOOOODODODDOO
AppU0000O0OO0DOOOSOO0DUO0ODOO FaillureD ODOODDOOODOOODO

75



goooSOUOb0bO0bOobOobOobOobOobOobOonod ShadowBuddy O 0O O
gbobobobobobobooooooooStbuobobouobouobDooooon
gbooboobooboobobobobobobobobOobDOooobooboooon
gO0oOoood AppO Control Flow U U 0O 0O O Tago Attack [113] 0 0000 OO
ooooooogo

Essential Context 1 O O 0 App0 OO0 OO0OONO CheckpointD OO O OOOMO
goobbbboooodgobn ShadowBuddy U O 0O 0O 0O O Failure  App U O
gbobobobobobobobobuobobouobooboooSubog Appd
goboooooStbunbuooooboooboobbooboooboOd FailureD OO
goob00obO0ob0obOobOobOobOobDOoboOobDobDOobDOooobooooooO
ooogd

6.2.3 OS [ Multi-version Execution

0000000000000 bOo0000oooObo0o0oOooooObooOooOoOon
000000000000 Multi-version Execution[d N-version Execution[] Multi-
Variant Execution D D 0 00000000000 O0DOOOOO0OOOODODOOOO
0o0000d00o0oOoO0o0o00ooobO000oooObOoooOoooooOooood
Jdddddd0d0o0o0oOooooooOoo0ob00o0o0oooOoooooo0o0o0o0o0o00
Jddddddd0ooooooooooooobooooooooo0oooooo
0000000000 Faut OO OO OODOOOOODOOOODOOODODOOOO
OJ0ddoooooo0o0b0b0fdFaut D 000000 0OO0OOOOOOOOOOOO
0000000000000 00O0bO000o0oo0ob0o0oOooooDoOoOooooDO
0do0oo0o0boooodooooodoooboOoooooobobooooOoon
Multi-version Execution D 0 D 0 000000000000 OOOOOOOO

Multi-version Execution [ AppU U000 OO0 O0O0OoOng [114,115,116]0 00S
O000oooooooooobooboboooooooSOooooooooooson
Ddddd0OMalware DD OD0O0O0O0O0OFaut D OO OOOOOOOOOOOO
000000000000 o0bD00ooOoooooSOoooooooooOon
0000000000000 DODOOO0OO0O00O0OOEssential Context D OO OOOO
go0oOooooSObobooonono Ap0D00OODDOODODOOODOODDOO
000000 O0SO0 FaultO O OO OO OO O OEssential Contextd OSO OO O
000000000000 00dOdoOnnddonEssential Context I Multi-version
Execution D O O OO O0OOOOOOOOOOOOOODOODOOOOOOOOOO
ooooooooo

76



624 UU00ODOOOO0ODDOOODOOO

gbhoboooboStbobooobobuobobuooobobobOn Linux
UXenOOOODOOOOOOOOODOSOUOODDLDOOODODOOODOOOODODOOO
gboooboboooboobuoobuobobobuobobOob Library OSO Xen O O

oo vvmMiooogoogoobgoooboobo AppLOboonboonoon
gobooog

77



L] [

goobobobobbobooogooobobbbbodooooooboboobbood
gogbbobuooobobbooodobbbodb
gogobbboobbbbbodooooooboboboobbboougobagd
gboboo400D0000D0030000e60DO0O0O0O0DOO0ODOOODOOO
gbobbodgbogbbogbboobobobobboboooboboobobo
ggobobbbboooooobbbbbbooooooobobbbboadao
gogobbbobbbooogooobboboboooooobobbobboogd
goggbobbbbbbodooooobobbbbboooooobobbbbbooo
ggbboboooobbboooobbbooobobobooodda
ggobbbbbboooooobobbbbboooooobbbbboadad
gogobbobobbboddooooooooooooboboboobbbooouagd
gogobbbbbbuoooooobbbbbooooooobbbbboboodad
ggboobouooooon
gogobbbbboodooooobbbbbboooooooobbbboadad
gogobobbobobobouoooooobobbobbboouooooobbbboogo
gogd
gooobbbobbbbtbodoooooobooooboboobbboodagd
gbogoobooboobboobdooboboooboobbooboobbon
goobobbobobobuoooooobobbbouooooooobbobboogo
googod
gogobbboboobbbbbbbotodoooooobboboobbobooagd
gboboboobboooboooboobbooboooboobbuoobbon
gogobobbobbbuooooooobbobboouooooobboboobobood
gbooobooooboon
gogobobbboobbbobobbbbbooooooobobbobobbooodagd
goo

78



HRERERE

goooobbon

e Ken Terada and Hiroshi Yamada, “Shortening Downtime of Reboot-based Kernel
Updates using Dwarf™. In IEICE TRANSACTIONS on Information and Systems,
Vol.LE98-A, No.1, pp.1-14, Sep. 2018.

googod

e Ken Terada and Hiroshi Yamada, “Dwarf: Shortening Downtime of Reboot-based
Kernel Updates™. In Proc. of the 12th European Dependable Computing Confer-
ence (EDCC ’16), pp.208-217, Sep. 2016.

gooon

e U 0,00 00,0SOUOLb00ObOObLOODbDODbOoODbLOODbO
go»,0141 0000000 000000000000 o0b0oobgon
gooogod, Vol2017-0OS-141, No.5, pp.1-7,Jul. 2017. (DO OO O OO O)

e U0 0, 000000000 DLO00ODLODODLODOODLDODODODLO
gbogrgl44boo00b0bogboboooboboboobgoboobog
Ubooobdo, Vol.2018-0S-144, No.4, pp.1-8, Jul. 2018. (CSOU DO O ODO)

79



HRERERE

[1]

[8]

ITIC: Hourly Downtime. http://itic-corp.com/blog/2017/
05/hourly—-downtime—-tops—-300k-for-8l-of-firms-33-of-

enterprises—-say-downtime—-costs—1m/.

Robert F. Dacey. Effective Patch Management is Critical to Mitigating Software
Vulnerabilities. Technical report, Government Accountability Office, Sep. 2003.

Jonathan Corbet, Greg Kroah-Hartman, and Amanda McPherson. Linux Kernel
Development — How Fast it is Going, Who is Doing It, What They are Doing,
and Who is Sponsoring It, Dec. 2010. https://www.linuxfoundation.
org/docs/1f_linux_kernel_development_2010.pdf.

Andy Chou, Junfeng Yang, Benjamin Chelf, Seth Hallem, and Dawson Engler.
An Empirical Study of Operating Systems Errors. In Proc. of the 18th ACM Sym-
posium on Operating Systems Principles (SOSP "01), pages 73-88, Oct. 2001.

Zuoning Yin, Ding Yuan, Yuanyuan Zhou, Shankar Pasupathy, and Lakshmi
Bairavasundaram. How Do Fixes Become Bugs? — A Comprehensive Char-
acteristic Study on Incorrect Fixes in Commercial and Open Source Operating
Systems. In Proc. of the 19th ACM SIGSOFT Symposium and the 13th European
Conference on Foundations of Software Engineering (ESEC/FSE ’11), pages 26—
36, Sep. 2011.

Aakash Goel, Bhuwan Chopra, Ciprian Gerea, Dhriv Matani, Josh Metzler,
Fashim Ul Haq, and Janet L. Wiener. Fast Database Restarts at Facebook. In
Proc. of the 2014 ACM SIGMOD International Conference on Management of
Data (SIGMOD ’14), pages 541-549, Jun. 2014.

Olivier Crameri, Nikola KneZevi¢, Dejan Kosti¢, Ricardo Bianchini, and Willy
Zwaenepoel. Staged deployment in mirage, an integrated software upgrade test-
ing and distribution system. In Proc. of the 21st ACM Symposium on Operating
Systems Principles (SOSP ’07), pages 221-236, Oct. 2007.

Andrew Baumann, Gernot Heiser, Jonathan Appavoo, Dilma Da Silva, Orran
Krieger, and Robert W. Wisniewski. Providing dynamic update in an operating

80



[10]

[13]

system. In Proc. of the USENIX Annual Technical Conference (USENIX ’05),
pages 279-291, Apr. 2005.

Orran Krieger, Marc Auslander, Bryan Rosenburg, Robert W. Wisniewski, Jimi
Xenidis, Dilma Da Silva, Michal Ostrowski, Jonathan Appavoo, Maria Butrico,
Mark Mergen, Amos Waterland, and Volkmar Uhlig. K42: Building a Complete
Operating System. In Proc. of the 1st ACM European Conference on Computer
Systems (EuroSys '06), pages 133—145, Apr. 2006.

Andrew Baumann, Jonathan Appavoo, Robert W. Wisniewski, Dilma Da Silva,
Orran Krieger, and Gernot Heiser. Reboots are for Hardware: Challenges and
Solutions to Updating an Operating System on the Fly. In Proc. of the USENIX
Annual Technical Conference (ATC °07), pages 337-350, Jun. 2007.

Jonathan Appavoo, Kevin Hui, Craig A. N. Soules, Robert W. Wisniewski,
Dilma M. Da Silva, Orran Krieger, David J. Edelsohn Marc A. Auslander, Ben
Gamsa, Gregory R. Ganger, Paul McKenney, Michal Ostrowski, Bryan Rosen-
burg, Michael Stumm, and Jimi Xenidis. Enabling autonomic system software
with hot-swapping. IBM Systems Journal, 42(1), 2003.

Cristiano Giuffrida, Anton Kuijsten, and Andrew S. Tanenbaum. Safe and Auto-
matic Live Update for Operating Systems. In Proc. of the 18th ACM International
Conference on Architectural Support for Programming Languages and Operat-
ing Systems (ASPLOS ’13), pages 279-292, Mar. 2013.

Gerd Zellweger, Simon Gerber, Kornilios Kourtis, and Timothy Roscoe. De-
coupling Cores, Kernels, and Operating Systems. In Proc. of the 11th USENIX
Symposium on Operating Systems Design and Implementation (OSDI ’14), pages
17-31, Oct. 2011.

Haibo Chen, Rong Chen, Fengzhe Zhang, Binyu Zang, and Pen-Chung Yew.
Live Updating Operating Systems Using Virtualization. In Proc. of the 2nd ACM
International Conference on Virtual Execution Environments (VEE "06), pages
35-44, Jun. 2006.

Kristis Makris and Kyung D. Ryu. Dynamic and Adaptive Updates of Non-
Quiescent Subsystems in Commodity Operating System Kernels. In Proc. of
the 2nd ACM European Conference on Computer Systems (EuroSys '07), pages
327-340, Mar. 2007.

Jeff Arnold and M. Frans Kaashoek. Ksplice: Automatic Rebootless Kernel

Updates. In Proc. of the 4th ACM European Conference on Computer Systems
(EuroSys ’09), pages 187-198, Apr. 2009.

81



[17]

[21]

[24]

[25]

[26]

Sanidhya Kashyap, Changwoo Min, Byoungyoung Lee, Taesoo Kim, and Pavel
Emelyanov. Instant OS Updates via Userspace Checkpoint-and-Restart. In Proc.
of the 2016 USENIX Annual Technical Conference (ATC ’16), pages 605-619,
Jun. 2016.

Werner Almesberger. kboot—A Boot Loader Based on Kexec. In Proc. of the
Ottawa Linux Symposium (OLS *06), volume 1, pages 27-38, Jul. 2006.

Kazuya Yamakita, Hiroshi Yamada, and Kenji Kono. Phase-based Reboot:
Reusing Operating System Execution Phases for Cheap Reboot-based Recovery.
In Proc. of the 41st Annual IEEE/IFIP International Conference on Dependable
Systems and Networks (DSN ’11), pages 169—180, Jun. 2011.

Hiroshi Yamada and Kenji Kono. Traveling Forward in Time to Newer Operating
Systems using ShadowReboot. In Proc. of the 2nd ACM SIGOPS Asia-Pacific
Workshop on Systems (APSys ’11), Jul. 2011.

Maxim Siniavine and Ashvin Goel. Seamless Kernel Updates. In Proc. of the
43rd Annual IEEE/IFIP International Conference on Dependable Systems and
Networks (DSN ’13), pages 1-12, Jun. 2013.

Jason Duell, Paul Hargrove, and Eric Roman. Requirements for Linux Check-
point/Restart. Technical Report 8, Berkeley Lab Technical Report, LBNL-49659,
May 2002.

Michael Rieker, Jason Ansel, and Gene Cooperman. Transparent User-Level
Checkpointing for the Native POSIX Thread Library for Linux. In Proc. of 2006
International Conference on Parallel and Distributed Processing Techniques and
Applications (PDPTA ’06), pages 492-498, Jun. 2006.

Alex Depoutovitch and Michael Stumm. Otherworld - Giving Applications a
Change to Servive OS Kernel Crashes. In Proc. of the 5th ACM European Con-
ference on Computer Systems (EuroSys '10), pages 181-194, Apr. 2010.

Andrew Lenharth, Vikram Adve, and Samuel T. King. Recovery domains: An
organizing principle for recoverable operating systems. In Proc. of the 14th ACM
International Conference on Architectural Support for Programming Languages
and Operating Systems (ASPLOS "09), pages 49—-60, Mar. 2009.

Andrew Baumann, Dongyoon Lee, Pedro Fonseca, Lisa Glendenning, Jacob R.
Lorch, Barry Bond, Reuben Olinsky, and Galen C. Hunt. Composing OS Ex-
tension Safely and Efficiently with Bascule. In Proc. of the 8th ACM European
Conference on Computer Systems (EuroSys ’13), pages 239-252, Apr. 2013.

82



[27]

[30]

[33]

[34]

[35]

Dirk Vogt, Cristiano Giuffrida, Herbert Bos, and Andrew S. Tanenbaum.
Lightweight Memory Checkpointing. In Proc. of the 45th IEEE/IFIP Interna-
tional Conference on Dependable Systems and Networks (DSN ’15), pages 474—
484, Sep. 2015.

Gerwin Klein, Kevin Elphinstone, Gernot Heiser, June Andronick, David Cock,
Philip Derrin, Dhammika Elkaduwe, Kai Engelhardt, Rafal Kolanski, Michael
Norrish, Thomas Sewell, Harvey Tuch, and Simon Winwood. sel4: Formal
Verification of an OS Kernel. In Proc. of the 20th ACM Symposium on Operating
Systems Principles (SOSP °09), pages 207-220, Oct. 2009.

Gerwin Klein, June Andronick, Kevin Elphinstone, Toby Murray, Thomas
Sewell, Rafal Kolanski, and Gernot Heiser. Comprehensive Formal Verifica-
tion of an OS Microkernel. ACM Transactions on Computer Systems (TOCS),
32:1-70, Feb. 2014.

X1 Wang, David Lazar, Nickolai Zeldovich, Adam Chlipala, and Zachary Tatlock.
Jitk: A Trustworthy In-kernel Interpreter Infrastructure. In Proc. of the 11th

USENIX Symposium on Operating Systems Design and Implementation (OSDI
"14), pages 33—47, Oct. 2014.

Ronghui Gu, Zhong Shao, Hao Chen, Xiongnan (Newman) Wu, Jieung Kim,
Vilhelm Sjoberg, and David Costanzo. CertiKOS: An Extensible Architecture
for Building Certified Concurrent OS Kernels. In Proc. of the 12th USENIX
Symposium on Operating Systems Design and Implementation (OSDI ’16), pages
653-669, Nov. 2016.

Chris Hawblitzel, Jon Howell, Jacob R. Lorch, Arjun Narayan, Bryan Parno,
Danfeng Zhang, and Brian Zill. Ironclad Apps: End-to-End Security via Au-
tomated Full-System Verification. In Proc. of the 11th USENIX Symposium on
Operating Systems Design and Implementation (OSDI "14), pages 165-181, Oct.
2014.

Jochen Liedtke. Toward real microkernels. Communications of the ACM,
39(9):70-717, Sep. 1996.

Jochen Liedtke. On p-Kernel Construction. In Proc. of the 15th ACM Symposium
on Operating Systems Principles (SOSP ’95), pages 237-250, Dec. 1995.

Jorrit N. Herder, Herbert Bos, Ben Gras, Philip Homburg, and Andrew S. Tanen-
baum. Reorganizing UNIX for Reliability. In Proc. of the 11th Asia-Pacific Com-
puter Systems Architecture Conference (ACSAC "06), pages 81-94, Sep. 2006.

83



[36]

[39]

Francis M. David, Ellick M. Chan, Jeffrey C. Carlyle, and Roy H. Campbell.
CuriOS: Improving Reliability through Operating System Structure. In Proc. of
the 8th USENIX Symposium on Operating Systems Design and Implementation
(OSDI ’08), pages 5972, Dec. 2008.

Donald E. Porter, Galen Hunt, Jon Howell, Reuben Olinsky, and Silas Boyd-
Wickizer. Rethinking the Library OS from the Top Down. In Proc. of the 16th

ACM International Conference on Architectural Support for Programming Lan-
guages and Operating Systems (ASPLOS ’11), pages 291-304, Mar. 2011.

Anil Madhavapeddy, Richard Mortier, Charalampos Rotsos, David Scott, Bal-
raj Singh, Thomas Gazagnaire, Steven Smith, Steven Hand, and Jon Crowcroft.
Unikernels: Library Operating Systems for the Cloud. In Proc. of the 18th ACM
International Conference on Architectural Support for Programming Languages
and Operating Systems (ASPLOS ’13), pages 461-472, Mar. 2013.

Avi Kivity, Dor Laor, Glauber Costa, Pekka Enberg, Nadav Har’El, Don Marti,
and Vlad Zolotarov. OSv— Optimizing the Operating System for Virtual Ma-
chines. In Proc. of the 2014 USENIX Annual Technical Conference (ATC ’14),
pages 61-72, Jun. 2014.

Chia-Che Tsai, Kumar Saurabh Arora, Nehal Bandi Bhushan Jain, William Jan-
nen, Jitin John, Harry A. Kalodner, Vrushali Kulkarni, Daniela Oliveira, and
Donald E. Porter. Cooperation and Security Isolation of Library OSes for Multi-
Process Applications. In Proc. of the 9th ACM European Conference on Com-
puter Systems (EuroSys '14), pages 1-14, Apr. 2014.

Chia-Che Tsai, Donald E. Porter, and Mona Vij. Graphene-SGX: A Practical
Library OS for Unmodified Applications on SGX. In Proc. of the 2017 USENIX
Annual Technical Conference (ATC ’17), pages 645-658, Jul. 2017.

Ruslan Nikolaev and Godmar Back. VirtuOS: an operating system with kernel
virtualization. In Proc. of the 24th ACM Symposium on Operating Systems Prin-
ciples (SOSP ’13), pages 116132, Nov. 2013.

Udo Steinberg and Bernhard Kauer. NOVA: A Microhypervisor-Based Secure
Virtualization Architecture. In Proc. of the 5th ACM European Conference on
Computer Systems (EuroSys ’10), pages 209-222, Apr. 2010.

Jeremy Sugerman, Ganesh Venkitachalam, and Beng-Hong Lim. Virtualizing I/O
Devices on VMware Workstation’s Hosted Virtual Machine Monitor. In Proc. of
the USENIX Annual Technical Conference (USENIX °01), pages 1-14, Jun. 2001.

84



[45] Paul Barham, Boris Dragovic, Keir Fraser, Steven Hand, Tim Harris, Alex Ho,
Rolf Neugebauer, lan Pratt, and Andrew Warfield. Xen and Art of Virtualization.
In Proc. of the 19th ACM Symposium on Operating Systems Principles (SOSP
'03), pages 164—177, Oct. 2003.

[46] Avi Kivity, Yaniv Kamay, Dor Laor, Uri Lublin, and Anthony Liguori. KVM: the
Linux Virtual Machine Monitor. In Proc. of the Ottawa Linux Symposium (OLS
'07), pages 225-230, Oct. 2007.

[47] Dan Williams, Hani Jamjoom, and Hakim Weatherspoon. The Xen-Blanket: Vir-
tualize Once, Run Everywhere. In Proc. of the 7th ACM European Conference
on Computer Systems (EuroSys ’12), pages 113-126, Apr. 2012.

[48] Xiaoxin Chen, Tal Garfinkel, E. Christopher Lewis, Pratap Subrahmanyam,
Carl A. Waldspurger, Dan Boneh, Jeffrey Dwoskin, and Dan R. K. Ports. Over-
shadow: A Virtualization-Based Approach to Retrofitting Protection in Com-
modity Operating Systems. In Proc. of the 13th ACM International Conference
on Architectural Support for Programming Languages and Operating Systems
(ASPLOS ’08), Mar. 2008.

[49] Jonathan M. McCune, Yanlin Li, Ning Qu, Zongwei Zhou, Anupam Datta, Virgil
Gligor, and Adrian Perrig. TrustVisor: Efficient TCB Reduction and Attestation.
In Proc. of the 2010 IEEE Symposium on Security and Privacy (S&P ’10), pages
143-158, May 2010.

[50] Owen S. Hofmann, Sangman Kim, Alan M. Dunn, Michael Z. Lee, and Emmett
Witchel. InkTag: Secure Applications on an Untrusted Operating System. In
Proc. of the 18th ACM International Conference on Architectural Support for
Programming Languages and Operating Systems (ASPLOS ’13), pages 265-278,
Mar. 2013.

[51] Yueqiang Cheng, Xuhua Ding, and Robert H. Deng. Efficient Virtualization-
Based Application Protection Against Untrusted Operating System. In Proc. of
the 10th ACM Symposium on Information, Computer and Communications Secu-
rity (ASIA CCS ’15), pages 345-356, Apr. 2015.

[52] Tyler Hunt, Zhiting Zhu, Yuanzhong Xu, Simon Peter, and Emmett Witchel.
Ryoan: A Distributed Sandbox for Untrusted Computation on Secret Data. In
Proc. of the 12th USENIX Symposium on Operating Systems Design and Imple-
mentation (OSDI ’16), pages 533-549, Nov. 2016.

[53] Andrew Baumann, Marcus Peinado, and Galen Hunt. Shielding Applications
from an Untrusted Cloud with Haven. In Proc. of the 11th USENIX Symposium

85



[54]

[57]

[61]

on Operating Systems Design and Implementation (OSDI ’14), pages 267-283,
Oct. 2014.

Sergei Arnautov, Bohdan Trach, Franz Gregor, Thomas Knauth, Andre Martin,
Christian Priebe, Joshua Lind, Divya Muthukumaran, Dan O ' Keeffe, Mark L
Stillwell, David Goltzsche, Dave Eyers, Riidiger Kapitza, Peter Pietzuch, and
Christof Fetzer. SCONE: Secure Linux Containers with Intel SGX. In Proc. of
the 12th USENIX Symposium on Operating Systems Design and Implementation
(OSDI ’16), pages 689703, Nov. 2016.

Meni Orenbach, Pavel Lifshits, Marina Minkin, and Mark Silberstein. Eleos:
ExitLess OS Services for SGX Enclaves. In Proc. of the 12th ACM European
Conference on Computer Systems (EuroSys ’17), pages 238-253, Apr. 2017.

Koen Koning, Xi Chen, Herbert Bos, Cristiano Giuffrida, and Elias Athana-
sopoulos. No Need to Hide: Protecting Safe Regions on Commodity Hardware.
In Proc. of the 12th ACM European Conference on Computer Systems (EuroSys
"17), pages 437-452, Apr. 2017.

Michael Grottke, Dong Seong Kim, Rajesh Mansharamani, Manoj Nambiar,
Roberto Natella, and Kishor S. Trivedi. Recovery from software failures caused
by mandelbugs. IEEE Transactions on Reliability, 65(1):70-87, Mar. 2016.

Jeff H. Perkins, Sunghun Kim, Sam Larsen, Saman Amarasinghe, Jonathan
Bachrach, Michael Carbin, Carlos Pacheco, Frank Sherwood, Stelios Sidiroglou,
Greg Sullivan, Weng-Fai Wong, Yoav Zibin, Michael D. Ernst, and Martin Ri-
nard. Automatically Patching Errors in Deployed Software. In Proc. of the 20th
ACM Symposium on Operating Systems Principles (SOSP ’09), pages 87-102,
Oct. 2009.

Asim Kadav, Matthew J. Renzelmann, and Michael M. Swift. Fine-Grained Fault
Tolerance using Device Checkpoints. In Proc. of the 18th ACM International

Conference on Architectural Support for Programming Languages and Operat-
ing Systems (ASPLOS ’13), pages 473-484, Mar. 2013.

Rebecca Smith and Scott Rixner. Surviving Peripheral Failures in Embedded
Systems. In Proc. of the 2015 USENIX Annual Technical Conference (ATC ’15),
pages 125-137, Jul. 2015.

Cristiano Giuffrida, Ciialin Iorgulescu, Anton Kuijsten, and Andrew S. Tanen-
baum. Back to the Future: Fault-tolerant Live Update with Time-traveling State
Transfer. In Proc. of the 27th USENIX Large Installation System Administration
Conference (LISA ’13), pages 89—104, Nov. 2013.

86



[62]

[63]

[70]

Andrew Baumann, Paul Barham, Pierre-Evariste Dagand, Tim Harris, Rebecca
Isaacs, Simon Peter, Timothy Roscoe, Adrian Schiipbach, and Akhilesh Singha-
nia. The Multikernel: A new OS architecture for scalable multicore systems. In
Proc. of the 20th ACM Symposium on Operating Systems Principles (SOSP ’09),
pages 29-44, Oct. 2009.

David Fiala, Frank Mueller, Kurt Ferreira, and Christian Engelmann. Mini-
Ckpts: Surviving OS Failures in Persistent Memory. In Proc. of the 2016 In-
ternational Conference on Supercomputing (ICS ’16), pages 1-14, Jun. 2016.

CRIU. https://www.criu.org/.

Koustubha Bhat, Dirk Vogt, Erik van der Kouwe, Ben Gras, Lionel Sambuc, An-
drew S. Tanenbaum, Herbert Bos, and Cristiano Giuffrida. OSIRIS: Efficient and
Consistent Recovery of Compartmentalized Operating Systems. In Proc. of the
46th IEEE/IFIP International Conference on Dependable Systems and Networks
(DSN ’16), pages 25-36, Jun. 2016.

Brendan Cully, Geoffrey Lefebvre, Dutch Meyer, Mike Feeley, Norm Hutchin-
son, and Andrew Warfield. Remus: High Availability via Asynchronous Virtual
Machine Replication. In Proc. of the 5th USENIX Symposium on Networked
Systems Design and implementation (NSDI °08), pages 161-174, Apr. 2008.

Umar Farooq Minhas, Shriram Rajagopalan, Brendan Cully, Ashraf Aboulnaga,
Kenneth Salem, and Andrew Warfield. RemusDB: Transparent High Availability
for Database Systems. The international Journal on Very Large Data Bases,
22(1):29-45, Feb. 2013.

Jacob R. Lorch, Andrew Baumann, Lisa Glendenning, Dutch T. Meyer, and An-
drew Warfield. Tardigrade: Leveraging Lightweight Virtual Machines to Easily
and Efficiently Construct Fault-Tolerant Services. In Proc. of the 12th USENIX
Symposium on Networked Systems Design and Implementation (NSDI ’15), pages
575-588, May 2015.

Bogdan Nicolae and Franck Cappello. BlobCR: Efficient Checkpoint-Restart for
HPC Applications on IaaS Clouds using Virtual Disk Image Snapshots. In Proc.

of 2011 International Conference for High Performance Computing, Networking,
Storage and Analysis (SC ’11), pages 1-12, Nov. 2011.

Jinglei Ren, Jishen Zhao, Samira Khan, Jongmoo Choi, Yongwei Wu, and Onur
Mutlu. ThyNVM: Enabling Software-Transparent Crash Consistency in Persis-
tent Memory Systems. In Proc. of the 48th International Symposium on Microar-
chitecture (MICRO ’15), pages 672—685, Dec. 2015.

87



[71]

[75]

[79]

[80]

Lei Cui, Tianyu Wo, Bo Li, Jianxin Li, Bin Shi, and Jinpeng Huai. PARS:A
Page-Aware Replication System for Efficiently Storing Virtual Machine Snap-
shots. In Proc. of the 11th ACM International Conference on Virtual Excution
Environments (VEE ’15), pages 215-228, Mar. 2015.

Steven Osman, Dinesh Subhraveti, Gong Su, and Jason Nieh. The Design and
Implementation of Zap: A System for Migrating Computing Environments. In
Proc. of the 5th USENIX Symposium on Operating Systems Design and Imple-
mentation (OSDI "02), pages 361-376, Dec. 2002.

Shaya Potter and Jason Nieh. Reducing downtime due to system maintenance and
upgrades. In Proc. of the 19th USENIX Large Installation System Administration
Conference (LISA "05), pages 47-62, Dec. 2005.

David E. Lowell, Yasushi Saito, and Eileen J. Samberg. Devirtualizable Virtual
Machines Enabling General, Single-Node, Online Maintenance. In Proc. of the
11th ACM International Conference on Architectural Support for Programming
Languages and Operating Systems (ASPLOS "04), pages 211-223, Oct. 2004.

Jinyu Gu, Zhichao Hua, Yubin Xia, Haibo Chen, Binyu Zang, Haibing Guan,
and Jinming Li. Secure Live Migration of SGX Enclaves on Untrusted Cloud.
In Proc. of the 47th IEEE/IFIP International Conference on Dependable Systems
and Networks (DSN ’17), pages 225-236, Jun. 2017.

docker. https://www.docker.com/.

Christopher Clark, Keir Fraser, Steven Hand, Jacob Gorm Hansen, Eric Jul,
Christian Limpach, Ian Pratt, and Andrew Warfield. Live Migration of Virtual
Machines. In Proc. of the 2nd USENIX Symposium on Networked Systems De-
sign and Implementation (NSDI ’05), pages 273-286, May 2005.

Michael R. Hines and Kartik Gopalan. Post-Copy Based Live Virtual Macine
Migration Using Adaptie Pre-Paging and Dynamic Self-Ballooning. In Proc.
of the 2009 ACM International Conference on Virtual Execution Environments
(VEE °09), pages 51-60, Mar. 2009.

Dawson Engler, David Yu Chen, Seth Hallem, Andy Chou, and Benjamin Chelf.
Bugs as Deviant Behavior: A General Approach to Inferring Errors in Systems

Code. In Proc. of the 18th ACM Symposium on Operating Systems Principles
(SOSP ’01), pages 5772, Oct. 2001.

Luke Nelson, Helgi Sigurbjarnarson, Kaiyuan Zhang, Dylan Johnson, James
Bornholt, Emina Torlak, and Xi Wang. Hyperkernel: Push-Button Verification

88



[81]

[84]

[85]

[88]

of an OS Kernel. In Proc. of the 26th ACM Symposium on Operating Systems
Principles (SOSP ’17), pages 252-269, Oct. 2017.

Xavier Leroy. Formal Certification of a Compiler Back-end or: Programming a
Compiler with a Proof Assistant. In Proc. of the 33rd Annual ACM SIGPLAN-
SIGACT Symposium on Principles of Programming Languages (POPL ’06),
pages 42-54, Jan. 2006.

Ronghui Gu, Jérémie Koenig, Tahina Ramananandro, Zhong Shao, Xiong-
nan (Newman) Wu, Shu-Chun Weng, Haozhong Zhang, and Yu Guo. Deep
Specifications and Certified Abstraction Layers. In Proc. of the 42nd Annual
ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages
(POPL ’15), pages 595-608, Jan. 2015.

Haogang Chen, Daniel Ziegler, Tej Chajed, Adam Chlipala, M. Frans Kaashoek,
and Nickolai Zeldovich. Using Crash Hoare Logic for Certifying the FSCQ File

System. In Proc. of the 25th ACM Symposium on Operating Systems Principles
(SOSP ’15), pages 18-37, Oct. 2015.

Tom Ridge, David Sheets, Thomas Tuerk, Andrea Giugliano, Anil Mad-
havapeddy, and Peter Sewell. SibylFS: formal specification and oracle-based
testing for POSIX and real-world file systems. In Proc. of the 25th ACM Sympo-
sium on Operating Systems Principles (SOSP ’15), pages 38-53, Oct. 2015.

Fraser Brown, Andres Notzli, and Dawson Engler. How to Build Static Check-
ing Systems Using Orders of Magnitude Less Code. In Proc. of the 21st ACM
International Conference on Architectural Support for Programming Languages
and Operating Systems (ASPLOS ’16), pages 143—157, Mar. 2016.

Adam Chlipala. Mostly-Automated Verification of Low-Level Programs in Com-
putational Separation Logic. In Proc. of the 32nd ACM Conference on Program-
ming Language Design and Implementation (PLDI ’11), pages 234-245, Jun.
2011.

Helgi Sigurbjarnarson, James Bornholt, Emina Torlak, and Xi Wang. Push-
Button Verification of File Systems via Crash Refinement. In Proc. of the 12th
USENIX Symposium on Operating Systems Design and Implementation (OSDI
’16), pages 1-16, Nov. 2016.

Adam Belay, Andrea Bittau, Ali Mashtizadeh, David Terei, David Maziéres, and
Christos Kozyrakis. Dune: Safe User-level Access to Privileged CPU Features.

In Proc. of the 10th USENIX Symposium on Operating Systems Design and Im-
plementation (OSDI ’12), pages 335-348, Oct. 2012.

89



[89]

[90]
[91]
[92]

[93]

[97]

[99]

Nathan Dautenhahn, Theodoros Kasampalis, Will Dietz, John Criswell, and
Vikram Adve. Nested Kernel: An Operating System Architecture for Intra-
Kernel Privilege Separation. In Proc. of the 20th ACM International Conference
on Architectural Support for Programming Languages and Operating Systems
(ASPLOS ’15), pages 191-206, Mar. 2015.

Linux-VServer Project. http://linux-vserver.org/.
Linux Containers. https://linuxcontainers.org/.
Oracle Solaris Container. http://oracle.com/solaris.

Muli Ben-Yehuda, Michael D. Day, Zvi Dubitzky, Michael Factor, and Nadav
Har ’ El. The Turtles Project: Design and Implementation of Nested Virtualiza-

tion. In Proc. of the 9th USENIX Symposium on Operating Systems Design and
Implementation (OSDI ’10), pages 423436, Oct. 2010.

Jin Tack Lim, Christoffer Dall, Shih-Wei Li, Jason Nieh, and Marc Zyngier.
NEVE: Nested Virtualization Extensions for ARM. In Proc. of the 26th ACM

Symposium on Operating Systems Principles (SOSP ’17), pages 201-207, Oct.
2017.

Filipe Manco, Costin Lupu, Florian Schmidt, Jose Mendes, Simon Kuenzer,
Sumit Sati, Kenichi Yasukata, Costin Raiciu, and Felipe Huici. My VM is Lighter
(and Safer) than your Container. In Proc. of the 26th ACM Symposium on Oper-
ating Systems Principles (SOSP ’17), pages 218-233, Oct. 2017.

Stephen Soltesz, Herbert Potzl, Marc E. Fiuczynski, Andy Bavier, and Larry
Peterson. Container-based Operating System Virtualization: A Scalable, High-
performance Alternative to Hypervisors. In Proc. of the 2nd ACM European
Conference on Computer Systems (EuroSys '07), pages 275-287, Mar. 2007.

Michael M. Swift, Brian N. Bershad, and Henry M. Levy. Improving the Relia-
bility of Commodity Operating Systems. In Proc. of the 19th ACM Symposium
on Operating Systems Principles (SOSP ’03), pages 207-222, Oct. 2003.

Michael M. Swift, Brian N. Bershad, and Henry M. Levy. Improving the Reliabil-
ity of Commodity Operating Systems. ACM Transactions on Computer Systems
(TOCS), 23:77-110, Feb. 2005.

Michael M. Swift, Muthukaruppan Annamalai, Braian N. Bershad, and Henry M.
Levy. Recovering Device Drivers. In Proc. of the 6th USENIX Symposium on
Operating Systems Design and Implementation (OSDI 04), pages 1-16, Dec.
2004.

90



[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

Michael M. Swift, Muthukaruppan Annamalai, Brian N. Bershad, and Henry M.
Levy. Recovering Device Drivers. ACM Transactions on Computer Systems
(TOCS), 24:333-360, Nov. 2006.

Yiwen Li, Brendan Dolan-Gavitt, Sam Weber, and Justin Cappos. Lock-in-Pop:
Securing Privileged Operating System Kernels by Keeping on the Beaten Path. In
Proc. of the 2017 USENIX Annual Technical Conference (ATC ’17), pages 1-13,
Jul. 2017.

Bennet Yee, David Sehr, Gregory Dardyk, J. Bradley Chen, Robert Muth, Tavis
Ormandy, Shiki Okasaka, Neha Narula, and Nicholas Fullagar. Native Client:
A Sandbox for Portable, Untrusted x86 Native Code. In Proc. of the 2009 30th
IEEE Symposium on Security and Privacy (SP ’09), pages 79-93, May 2009.

Justin Cappos, Armon Dadgar, Jeff Rasley, Justin Samuel, Ivan Beschastnikh,
Cosmin Barsan, Arvind Krishnamurthy, and Thomas Anderson. Retaining Sand-
box Containment Despite Bugs in Privileged Memory-Safe Code. In Proc. of
the 17th ACM Conference on Compute and Communications Security (CCS ’10),
pages 212-223, Oct. 2010.

Artem Dinaburg, Paul Royal T , Monirul Sharif, and Wenke Lee. Ether: Mal-
ware Analysis via Hardware Virtualization Extensions. In Proc. of the 15th ACM

Conference on Compute and Communications Security (CCS "08), pages 51-62,
Oct. 2008.

Rui Wu, Ping Chen, Peng Liu, and Bing Mao. System Call Redirection: A
Practical Approach to Meeting Real-world Virtual Machine Introspection Needs.
In Proc. of the 44th IEEE/IFIP International Conference on Dependable Systems
and Networks (DSN ’14), pages 574-585, Jun. 2014.

Monirul Sharif, Wenke Lee, Weidong Cui, and Andrea Lanzi. Secure In-VM
Monitoring Using Hardware Virtualization. In Proc. of the 16th ACM Confer-

ence on Compute and Communications Security (CCS ’09), pages 477487, Nov.
2009.

Zhichao Hua, Dong Du, Yubin Xia, Haibo Chen, and Binyu Zang. EPTTI: Efficient
Defence against Meltdown Attack for Unpatched VMs. In Proc. of the 2018
USENIX Annual Technical Conference (ATC ’18), pages 255-266, Jul. 2018.

Moritz Lipp, Michael Schwarz, Daniel Gruss, Thomas Prescher, Werner Haas,
Anders Fogh, Jann Horn, Stefan Mangard, Paul Kocher, Daniel Genkin, Yuval
Yarom, and Mike Hamburg. Meltdown: Reading Kernel Memory from User

91



[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

Space. In Proc. of the 27th USENIX Security Symposium (USENIX Security ’18),
pages 973-990, Aug. 2018.

Kenichi Kourai and Shigeru Chiba. A Fast Rejuvenation Technique for Server
Consolidation with Virtual Machines. In Proc. of the 37th Annual IEEE/IFIP In-
ternational Conference on Dependable Systems and Networks (DSN ’07), pages
245-255, Jun. 2007.

Franz Ferdinand Brasser, Mihai Bucicoiu, and Ahmad-Reza Sadeghi. Swap and
Play: Live Updating Hypervisors and Its Application to Xen. In Proc. of the
6th ACM Cloud Computing Security Workshop (CCSW ’14), pages 33—44, Dec.
2014.

Michael Le and Yuval Tamir. ReHype: Enabling VM SurvivalAcross Hypervisor
Failures. In Proc. of the 7th ACM International Conference on Virtual Excution
Environments (VEE ’11), pages 63—74, Mar. 2011.

Diyu Zhou and Yuval Tamir. Fast Hypervisor Recovery Without Reboot. In
Proc. of the 48th IEEE/IFIP International Conference on Dependable Systems
and Networks (DSN ’18), pages 115-126, Jun. 2018.

Stephen Checkoway and Hovav Shacham. Iago Attacks: Why the System Call
API is a Bad Untrusted RPC Interface. In Proc. of the 18th ACM International
Conference on Architectural Support for Programming Languages and Operat-
ing Systems (ASPLOS ’13), pages 253-264, Mar. 2013.

Petr Hosek and Cristian Cadar. Safe Software Updates via Multi-version Exe-
cution. In Proc. of the 35th International Conference on Software Engineering
(ICSE ’13), pages 612621, May 2013.

Petr Hosek and Cristian Cadar. Varan the unbelievable: An efficient n-version
execution framework. In Proc. of the 20th ACM International Conference on

Architectural Support for Programming Languages and Operating Systems (AS-
PLOS ’15), pages 339-353, Mar. 2015.

Stijn Volckaert, Bart Coppens, Bjorn De Sutter, Koen De Bosschere, Per Larsen,
and Michael Franz. Taming parallelism in a multi-variant execution environment.
In Proc. of the 12th ACM European Conference on Computer Systems (EuroSys
"17), pages 270-285, Apr. 2017.

92



